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QUESTION 1

Which of the following provides the GREATEST level of data security for a Virtual Private Network (VPN) connection?
A. Internet Protocol Payload Compression (IPComp)

B. Internet Protocol Security (IPSec)

C. Extensible Authentication Protocol (EAP)

D. Remote Authentication Dial-In User Service (RADIUS)

Correct Answer: B

QUESTION 2

Which of the following PRIMARILY contributes to security incidents in web-based applications?
A. Systems administration and operating systems

B. System incompatibility and patch management

C. Third-party applications and change controls

D. Improper stress testing and application interfaces

Correct Answer: C

QUESTION 3

An application team is running tests to ensure that user entry fields will not accept invalid input of any length. What type
of negative testing is this an example of?

A. Reasonable data

B. Population of required fields
C. Allowed number of characters
D. Session testing

Correct Answer: C

Reference: https://www.softwaretestinghelp.com/what-is-negative-testing/

QUESTION 4

What is the FIRST step prior to executing a test of an organisation\\'s disaster recovery (DR) or business continuity plan
(BCP)?
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A. identify key stakeholders,

B. Develop recommendations for disaster scenarios.
C. Identify potential failure points.

D. Develop clear evaluation criteria.

Correct Answer: D

QUESTION 5

Which of the following is the FIRST action that a system administrator should take when it is revealed during a
penetration test that everyone in an organization has unauthorized access to a server holding sensitive data?

A. Immediately document the finding and report to senior management.

B. Use system privileges to alter the permissions to secure the server

C. Continue the testing to its completion and then inform IT management

D. Terminate the penetration test and pass the finding to the server management team

Correct Answer: A
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