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QUESTION 1

The rule of thumb when shutting down a system is to pull the power plug. However, it has certain drawbacks. Which of
the following would that be? 

A. Any data not yet flushed to the system will be lost 

B. All running processes will be lost 

C. The /tmp directory will be flushed 

D. Power interruption will corrupt the pagefile 

Correct Answer: A 

 

QUESTION 2

What term is used to describe a cryptographic technique for embedding information into something else for the sole
purpose of hiding that information from the casual observer? 

A. rootkit 

B. key escrow 

C. steganography 

D. Offset 

Correct Answer: C 

 

QUESTION 3

What type of attack occurs when an attacker can force a router to stop forwarding packets by flooding the router with
many open connections simultaneously so that all the hosts behind the router are effectively disabled? 

A. digital attack 

B. denial of service 

C. physical attack 

D. ARP redirect 

Correct Answer: B 

 

QUESTION 4

____________________ is simply the application of Computer Investigation and analysis techniques in the interests of
determining potential legal evidence. 
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A. Network Forensics 

B. Computer Forensics 

C. Incident Response 

D. Event Reaction 

Correct Answer: B 

 

QUESTION 5

What method of copying should always be performed first before carrying out an investigation? 

A. Parity-bit copy 

B. Bit-stream copy 

C. MS-DOS disc copy 

D. System level copy 

Correct Answer: B 
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