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QUESTION 1

If a PDA is seized in an investigation while the device is turned on, what would be the proper procedure? 

A. Keep the device powered on 

B. Turn off the device immediately 

C. Remove the battery immediately 

D. Remove any memory cards immediately 

Correct Answer: A 

 

QUESTION 2

Bill is the accounting manager for Grummon and Sons LLC in Chicago. On a regular basis, he needs to 

send PDF documents containing sensitive information through E-mail to his customers. 

Bill protects the PDF documents with a password and sends them to their intended recipients. 

Why PDF passwords do not offer maximum protection? 

A. PDF passwords can easily be cracked by software brute force tools 

B. PDF passwords are converted to clear text when sent through E-mail 

C. PDF passwords are not considered safe by Sarbanes-Oxley 

D. When sent through E-mail, PDF passwords are stripped from the document completely 

Correct Answer: A 

 

QUESTION 3

Why should you note all cable connections for a computer you want to seize as evidence? 

A. to know what outside connections existed 

B. in case other devices were connected 

C. to know what peripheral devices exist 

D. to know what hardware existed 

Correct Answer: A 

 

QUESTION 4
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Which response organization tracks hoaxes as well as viruses? 

A. NIPC 

B. FEDCIRC 

C. CERT 

D. CIAC 

Correct Answer: D 

 

QUESTION 5

What is the CIDR from the following screenshot? 
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A. /24A./24A./24 

B. /32 B./32 B./32 

C. /16 C./16 C./16 

D. /8D./8D./8 

Correct Answer: D 
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