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QUESTION 1

A user, Ann, is concerned about theft of her laptop and does not want a thief to have easy access to all of her banking
and email. Which of the following precautions could be taken to mitigate this issue?

A. Only browse the Internet on WiFi connections that use WPA2
B. Turn off the guest account in the operating system

C. Disable autofill functionality within the web browser

D. Remove any legacy browsers from the computer

Correct Answer: C

QUESTION 2

Which of the following BEST describes malicious software that demands the end-user pay a fee or face the destruction
of their files?

A. Trojan

B. Virus

C. Spyware

D. Ransomware

Correct Answer: D

QUESTION 3

Which of the following operating systems is available for free and can be modified by anyone?
A. Windows

B. Linux

C. Mac OS

D. Chrome OS

Correct Answer: B

QUESTION 4

Which of the following are types of access control attacks?
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Each correct answer represents a complete solution. Choose all that apply.

A. Brute force attack

B. Mail bombing

C. Spoofing

D. Dictionary attack

Correct Answer: ABC

The following are types of access control attacks : 1.Spoofing 2.Brute force attack 3.Dictionary attack 4.Denial of service
attack What is spoofing? Spoofing is a technique that makes a transmission appear to have come from an authentic
source by forging the IP address, email address, caller ID, etc. In IP spoofing, a hacker modifies packet headers by
using someone else\\'s IP address to his identity. However, spoofing cannot be used while surfing the Internet, chatting
on-line, etc. because forging the source IP address causes the responses to be misdirected.

What is dictionary attack?

Dictionary attack is a type of password guessing attack. This type of attack uses a dictionary of common words to find
out the password of a user. It can also use common words in either upper or lower case to find a password. There are

many programs available on the Internet to automate and execute dictionary attacks.
What is a brute force attack?

In a brute force attack, an attacker uses software that tries a large number of the keys combinations in order to get a
password. To prevent such attacks, users should create passwords more difficult to guess, e.g., using a minimum of six

characters, alphanumeric combinations, and lower-upper case combinations, etc. Answer option B is incorrect. Malil
bombing is not a type of access control attack. Mail bombing is an attack that is used to overwhelm mail servers and
clients

by sending large amount of unwanted e-mails. The aim of this type of attack is to completely fill the recipient\\'s hard
disk with immense, useless files, causing at best irritation, and at worst total computer failure. E-mail filtering and

properly

configuring email relay functionality on mail servers can be helpful for protection against this type of attack.

QUESTION 5

A technician has been tasked with changing the settings for a used SOHO router, but does not have the administrator
password because the previous owner changed it.

Which of the following actions will resolve this issue?
A. Click "Forgot password."

B. Use a password cracker.

C. Hold the reset button.

D. Use the password: password.
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Correct Answer: C
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