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QUESTION 1

What are two differences between Action and IP Action? (Choose two.) 

A. Action responds to matching traffic by dropping, or closing current attacking packets or connection. 

B. IP Action responds to matching traffic by dropping, or closing current attacking packets or connection. 

C. Action responds to future traffic based on a previous match by blocking or dropping future connections. 

D. IP Action responds to future traffic based on a previous match by blocking or closing future connections. 

Correct Answer: AD 

Action deals with immediate attacks and IP Actions deal with future attacks. 

 

QUESTION 2

When migrating from Sniffer mode to Inline mode, what three changes need to be made so that the IDP can effectively
prevent attacks? (Choose three.) 

A. reconnect the IDP Sensors forwarding interfaces appropriately 

B. from the ACM, change the IDP Sensor mode from Sniffer to Inline 

C. reconfigure management interface IP 

D. modify the rule action to drop or close 

Correct Answer: ABD 

 

QUESTION 3

How does the IDP sensor emulate a honeypot? 

A. The sensor will prompt the user for user names and passwords, but does not provide further protocol emulation. 

B. The sensor will reply to TCP and UDP connection requests, but will not perform any further protocol emulation. 

C. The sensor will reply to TCP connection requests, and emulate the requested protocol. 

D. When the sensor receives a TCP SYN request, the sensor will reply with a SYN/ACK. 

Correct Answer: D 

 

QUESTION 4

Which three statements are true about custom reports? (Choose three.) 
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A. Creating reports using indexed columns is significantly faster. 

B. All custom reports are stored on per user basis. 

C. Log filters can be applied to custom reports. 

D. You can export custom reports topdf format. 

Correct Answer: ABC 

 

QUESTION 5

Which three statements about the ESP are true? (Choose three.) 

A. ESP can log policy violations. 

B. ESP can detect network changes. 

C. ESP can work in all deployment modes of the IDP Sensor. 

D. ESP uses an object database that is stored only on the IDP Sensor. 

Correct Answer: ABC 
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