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QUESTION 1

In order to discover the currently unknown IP address of the next-hop router, a network administrator would begin by
using which of the following tools?

A. NMAP
B. ping

C. nslookup
D. tracert

Correct Answer: D

QUESTION 2

As part of unified communications services, QoS must be implemented. DSCP and CoS map to which of the following
OSl layers? (Select TWO)

A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4
E. Layer 5

Correct Answer: BC

QUESTION 3

A network administrator updated an Internet server to evaluate some new featured in the current release. A week after
the update, the Internet server vendor warns that the latest release may have introduced a new vulnerability and a patch
is in the works. Which of the following should the network administrator do to BEST migrate this risk?

A. Enable the host-based firewall on the Internet server.

B. Enable HIPS to protect the server until the patch is released.

C. Utilize WAF to restrict malicious activity to the Internet server.

D. Downgrade the server and defer the new feature testing.

Correct Answer: D

QUESTION 4
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A company is connected to an ISP, but owns the premise router with an internal CSU/DSU. Which of the following is
considered the demarc?

A. Premise router
B. ISP router
C. Smart jack
D. CSU/DSU

Correct Answer: C

QUESTION 5

A technician is unable to easily trace physical connections within a network rack. Which of the following practices would
save time in the future?

A. Change management
B. Cable management
C. Asset management
D. Setting baselines

Correct Answer: B
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