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QUESTION 1

Which of the following is the definition of a DNS server?

A. Hosts proprietary business applications

B. Translates FQDN\\'s to IP addresses

C. Provides network IDS/IPS security

D. Assigns IP addresses to network devices

Correct Answer: B

Domain Name System (DNS) is the name resolution protocol for TCP/IP networks, such as the Internet. Client

computers query a DNS server to resolve memorable, alphanumeric DNS names to the IP addresses that computers
use to communicate with each other.

QUESTION 2

An administrator is using a packet sniffer to try to determine what is causing the traffic on the network. The administrator
sees a lot of packets on port 25. Which of the following traffic types is MOST likely using port 25?

A. SMTP

B. SSH

C.DNS

D. TELNET
Correct Answer: A

Explanation: Port no. 25 is assigned to smtp as documented by iana.

QUESTION 3

A network technician is troubleshooting a problem at a remote site. It has been determined that the connection from
router A to router B is down. The technician at the remote site re- terminates the CAT5 cable that connects the two
routers as a straight through cable. The cable is then tested and is plugged into the correct interface. Which of the
following would be the result of this action?

A. The normal amount of errors and the connection problem has been resolved.

B. The interface status will indicate that the port is administratively down.

C. The traffic will flow,but with excessive errors.

D. The interface status will show line protocol down.

Correct Answer: D
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Devices of different types are connected with a straight through cable (patch cable). In this case, it is used to connect
two devices of the same type. It is for this reason that the interface will display the line protocol down status.

QUESTION 4

Which of the following describes blocking traffic based upon the Layer 3 sources address of the traffic?
A. Port filtering

B. IP filtering

C. MAC filtering

D. Application filtering

Correct Answer: B

QUESTION 5

A malicious user floods a switch with frames hoping to redirect traffic to the user\\'s server. Which of the following
attacks is the user MOST likely using?

A. DNS poisoning

B. ARP poisoning

C. Reflection

D. SYN attack

Correct Answer: B

Address Resolution Protocol poisoning (ARP poisoning) is a form of attack in which an attacker changes the Media
Access Control (MAC) address and attacks an Ethernet LAN by changing the target computer\\'s ARP cache with a
forged ARP request and reply packets. This modifies the layer -Ethernet MAC address into the hacker\\'s known MAC
address to monitor it. Because the ARP replies are forged, the target computer unintentionally sends the frames to the

hacker\\'s computer first instead of sending it to the original destination. As a result, both the user\\'s data and privacy
are compromised.
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