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QUESTION 1

Which statement concerning IPS is false? 

A. IPS packages contain an engine and signatures used by both IPS and other flow-based scans. 

B. One-arm topology with sniffer mode improves performance of IPS blocking. 

C. IPS can detect zero-day attacks. 

D. The status of the last service update attempt from FortiGuard IPS is shown on System>Config>FortiGuard and in
output from \\'diag autoupdate version\\' 

Correct Answer: D 

 

QUESTION 2

The order of the firewall policies is important. Policies can be re-ordered from either the GUI or the CLI. Which CLI
command is used to perform this function? 

A. set order 

B. edit policy 

C. reorder 

D. move 

Correct Answer: D 

 

QUESTION 3

What is required in a FortiGate configuration to have more than one dialup IPsec VPN using aggressive mode? 

A. All the aggressive mode dialup VPNs MUST accept connections from the same peer ID. 

B. Each peer ID MUST match the FQDN of each remote peer. 

C. Each aggressive mode dialup MUST accept connections from different peer ID. 

D. The peer ID setting must NOT be used. 

Correct Answer: C 

 

QUESTION 4

Which of the following statements are true about Man-in-the-middle SSL Content Inspection? (Choose three.) 

A. The FortiGate device "re-signs" all the certificates coming from the HTTPS servers 
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B. The FortiGate device acts as a sub-CA 

C. The local service certificate of the web server must be installed in the FortiGate device 

D. The FortiGate device does man-in-the-middle inspection. 

E. The required SSL Proxy certificate must first be requested to a public certificate authority (CA). 

Correct Answer: BCE 

 

QUESTION 5

A static route is configured for a FortiGate unit from the CLI using the following commands: config router static edit 1 set
device "wan1" set distance 20 set gateway 192.168.100.1 next end Which of the following conditions are required for
this static default route to be displayed in the FortiGate 

unit\\'s routing table? (Choose two.) 

A. The administrative status of the wan1 interface is displayed as down. 

B. The link status of the wan1 interface is displayed as up. 

C. All other default routers should have a lower distance. 

D. The wan1 interface address and gateway address are on the same subnet. 

Correct Answer: BD 
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