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QUESTION 1

Which of the following options best defines what Diffie-Hellman is?
A. A symmetric encryption algorithm.

B. A "key-agreement" protocol.

C. A "Security-association-agreement" protocol.

D. An authentication algorithm.

Correct Answer: B

QUESTION 2

Which of the following statements are correct concerning IPsec dialup VPN configurations for FortiGate devices?
(Choose two)

A. Main mode mist be used when there is no more than one IPsec dialup VPN configured on the same FortiGate
device.

B. A FortiGate device with an IPsec VPN configured as dialup can initiate the tunnel connection to any remote IP
address.

C. Peer ID must be used when there is more than one aggressive-mode IPsec dialup VPN on the same FortiGate
device.

D. The FortiGate will automatically add a static route to the source quick mode selector address received from each
remote peer.

Correct Answer: CD

QUESTION 3

An end user logs into the full-access SSL VPN portal and selects the Tunnel Mode option by clicking on the "Connect"
button. The administrator has enabled split tunneling.
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Given that the user authenticates against the SSL VPN policy shown in the image below, which statement below
identifies the route that is added to the client\\'s routing table.

A. A route to destination matching the "WIN2K3\\' address object.
B. A route to the destination matching the “all\\' address object.
C. A default route.

D. No route is added.

Correct Answer: A

QUESTION 4

What is not true of configuring disclaimers on the FortiGate?

A. Disclaimers can be used in conjunction with captive portal.

B. Disclaimers appear before users authenticate.

C. Disclaimers can be bypassed through security exemption lists.

D. Disclaimers must be accepted in order to continue to the authentication login or originally intended destination.

Correct Answer: C

QUESTION 5

To which remote device can the FortiGate send logs? (Choose three.)
A. Syslog

B. FortiAnalyzer

C. Hard drive

D. Memory

E. FortiCloud

Correct Answer: ABE
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