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QUESTION 1

What features are most often configurable within 802.11 WLAN client utilities? (Choose two)
A. Frame generator utility

B. Power management

C. Co-channel interference threshold

D. Roaming aggressiveness

E. AES key and block size

Correct Answer: BD

QUESTION 2

What is the general type and purpose of the application shown in the exhibit?
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A. Laptop-based Site Survey Utility - Creating a list of necessary APs and plotting their locations on a floor plan

B. Wireless Network Management System - Managing multiple autonomous APs through the SNMP protocol
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C. 802.11 Protocol Analyzer - Capturing and decoding 802.11 frames for the purpose of troubleshooting and
optimization

D. Laptop-based Spectrum Analyzer - Monitoring the RF spectrum for interference sources and improper system
operation

E. WLAN Discovery Tool - Locating and identifying secured and unsecured WLAN access points

F. Wireless Intrusion Protection System - Monitoring 802.11 frame exchanges for performance and security analysis
and reporting

Correct Answer: E

QUESTION 3

The OSI model is a 7-layer model for understanding the functions of a communication system. What OSI sublayers are
specifically addressed by the IEEE 802.11-2007 standard? (Choose 2)

A. MSDU
B. PPDU
C. PLCP
D. MAC
E.IP

F. 802.1X

Correct Answer: CD

QUESTION 4

Given: XYZ Company has decided to install an 802.11 WLAN system that will support 1000 wireless users, but they are
concerned about network security. XYZ is interested in deploying standardized security features. In addition to
WPA2-Enterprise with PEAP and role-based access control, XYZ would like to support management frame protection
as well as a fast secure roaming protocol for future mobile handsets.

As XYZ Company selects a product to deploy, what two IEEE amendments should be supported to provide the
management frame protection and fast secure roaming security features? (Choose two)

A. 802.11;

B. 802.11p
C. 802.11r
D. 802.11u
E. 802.11w

F.802.11z
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Correct Answer: CE

QUESTION 5
In an infrastructure Basic Service Set (BSS), how does the passive scanning process occur?

A. Access points broadcast Beacons on all channels of each radio within the regulatory domain. Nearby client stations
record information found in the Beacons for use in the association process.

B. Client stations broadcast Probe Request frames on all supported channels in the regulatory domain. Nearby access
points respond with Probe Response frames. Client stations record information in the Probe Response frames for use in
the association process.

C. Client stations broadcast Probe Request frames on the single channel for which they are programmed. Nearby
access points respond on that channel with Probe Response frames. Clientstations record information found in the
Probe Response frames for use in the association process.

D. Access points broadcast Beacons on a single channel for which it is programmed. Nearby client stations listen for
Beacon frames and record information found in the Beacons for use in the association process.

Correct Answer: D
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