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QUESTION 1

You work as a Security Administrator for Net Perfect Inc. The company has a Windows- based network. You want to
use a scanning technique which works as a reconnaissance attack. The technique should direct to a specific host or
network to determine the services that the host offers. 

Which of the following scanning techniques can you use to accomplish the task? 

A. IDLE scan 

B. Nmap 

C. SYN scan 

D. Host port scan 

Correct Answer: D 

 

QUESTION 2

An Active Attack is a type of steganography attack in which the attacker changes the carrier during the communication
process. 

Which of the following techniques is used for smoothing the transition and controlling contrast on the hard edges, where
there is significant color transition? 

A. Soften 

B. Rotate 

C. Sharpen 

D. Blur 

Correct Answer: D 

 

QUESTION 3

Which of the following types of skills are required in the members of an incident handling team? Each correct answer
represents a complete solution. Choose all that apply. 

A. Organizational skills 

B. Diplomatic skills 

C. Methodical skills 

D. Technical skills 

Correct Answer: ABD 
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QUESTION 4

John works as a professional Ethical Hacker. He is assigned a project to test the security of www.wearesecure.com. He
is working on the Linux operating system. He wants to sniff the we-are-secure network and intercept a conversation
between two employees of the company through session hijacking. 

Which of the following tools will John use to accomplish the task? 

A. Hunt 

B. IPChains 

C. Ethercap 

D. Tripwire 

Correct Answer: A 

 

QUESTION 5

In which of the following attacks does an attacker use packet sniffing to read network traffic between two parties to steal
the session cookie? 

A. Session fixation 

B. Cross-site scripting 

C. Session sidejacking 

D. ARP spoofing 

Correct Answer: C 
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