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QUESTION 1

John works as a C programmer. He develops the following C program: 

#include  

#include  

#include  

int buffer(char *str) { 

char buffer1[10]; 

strcpy(buffer1, str); 

return 1; 

} 

int main(int argc, char *argv[]) { 

buffer (argv[1]); 

printf("Executed\n"); 

return 1; 

} 

His program is vulnerable to a __________ attack. 

A. SQL injection 

B. Denial-of-Service 

C. Buffer overflow 

D. Cross site scripting 

Correct Answer: C 

 

QUESTION 2

Which of the following reads and writes data across network connections by using the TCP/IP protocol? 

A. Fpipe 

B. NSLOOKUP 

C. Netcat 

D. 2Mosaic 
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Correct Answer: C 

 

QUESTION 3

Which of the following techniques does an attacker use to sniff data frames on a local area network and modify the
traffic? 

A. MAC spoofing 

B. IP address spoofing 

C. Email spoofing 

D. ARP spoofing 

Correct Answer: D 

 

QUESTION 4

Which of the following wireless network security solutions refers to an authentication process in which a user can
connect wireless access points to a centralized server to ensure that all hosts are properly authenticated? 

A. Remote Authentication Dial-In User Service (RADIUS) 

B. IEEE 802.1x 

C. Wired Equivalent Privacy (WEP) 

D. Wi-Fi Protected Access 2 (WPA2) 

Correct Answer: B 

 

QUESTION 5

John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. On the We-are-secure login page, he enters =\\'or\\'\\'=\\' as a username and successfully logs in to the
user page of the Web site. 

The we-are-secure login page is vulnerable to a __________. 

A. Dictionary attack 

B. SQL injection attack 

C. Replay attack 

D. Land attack 

Correct Answer: B 
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