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QUESTION 1

Which of the following is the method of hiding data within another media type such as graphic or document? 

A. Spoofing 

B. Steganography 

C. Packet sniffing 

D. Cryptanalysis 

Correct Answer: B 

 

QUESTION 2

Which of the following programs can be used to detect stealth port scans performed by a malicious hacker? Each
correct answer represents a complete solution. Choose all that apply. 

A. nmap 

B. scanlogd 

C. libnids 

D. portsentry 

Correct Answer: BCD 

 

QUESTION 3

You check performance logs and note that there has been a recent dramatic increase in the amount of broadcast traffic.
What is this most likely to be an indicator of? 

A. Virus 

B. Syn flood 

C. Misconfigured router 

D. DoS attack 

Correct Answer: D 

 

QUESTION 4

Which of the following statements about buffer overflow are true? Each correct answer represents a complete solution.
Choose two. 
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A. It is a situation that occurs when a storage device runs out of space. 

B. It is a situation that occurs when an application receives more data than it is configured to accept. 

C. It can improve application performance. 

D. It can terminate an application. 

Correct Answer: BD 

 

QUESTION 5

Session splicing is an IDS evasion technique in which an attacker delivers data in multiple small-sized packets to the
target computer. Hence, it becomes very difficult for an IDS to detect the attack signatures of such attacks. 

Which of the following tools can be used to perform session splicing attacks? Each correct answer represents a
complete solution. Choose all that apply. 

A. Whisker 

B. Fragroute 

C. Nessus 

D. Y.A.T. 

Correct Answer: AC 
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