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QUESTION 1

John works as a C programmer. He develops the following C program: 

#include  

#include  

#include  

int buffer(char *str) { 

char buffer1[10]; 

strcpy(buffer1, str); 

return 1; 

} 

int main(int argc, char *argv[]) { 

buffer (argv[1]); 

printf("Executed\n"); 

return 1; 

} 

His program is vulnerable to a __________ attack. 

A. SQL injection 

B. Denial-of-Service 

C. Buffer overflow 

D. Cross site scripting 

Correct Answer: C 

 

QUESTION 2

Mark works as a Network Administrator for Perfect Inc. The company has both wired and wireless networks. An attacker
attempts to keep legitimate users from accessing services that they require. Mark uses IDS/IPS sensors on the wired
network to mitigate the attack. 

Which of the following attacks best describes the attacker\\'s intentions? 

A. Internal attack 

B. Reconnaissance attack 
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C. Land attack 

D. DoS attack 

Correct Answer: D 

 

QUESTION 3

Which of the following tools is an automated tool that is used to implement SQL injections and to retrieve data from Web
server databases? 

A. Fragroute 

B. Absinthe 

C. Stick 

D. ADMutate 

Correct Answer: B 

 

QUESTION 4

You work as a Network Administrator for Net Perfect Inc. The company has a Windows- based network. 

The company uses Check Point SmartDefense to provide security to the network of the company. You use
SmartDefense on the HTTP servers of the company to fix the limitation for the maximum number of response headers
allowed. 

Which of the following attacks will be blocked by defining this limitation? Each correct answer represents a complete
solution. Choose all that apply. 

A. Land attack 

B. Code red worm 

C. Backdoor attack 

D. User-defined worm 

Correct Answer: BD 

 

QUESTION 5

John is a malicious attacker. He illegally accesses the server of We-are-secure Inc. He then places a backdoor in the
We-are-secure server and alters its log files. 

Which of the following steps of malicious hacking includes altering the server log files? 

A. Maintaining access 
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B. Covering tracks 

C. Gaining access 

D. Reconnaissance 

Correct Answer: B 
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