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QUESTION 1

Which of the following terms can be described as the process to conceal data into another file or media in a practice
known as security through obscurity? 

A. Steganography 

B. ADS - Alternate Data Streams 

C. Encryption 

D. NTFS ADS 

Correct Answer: A 

It is the art and science of encoding hidden messages in such a way that no one, apart from the sender and intended
recipient, suspects the existence of the message or could claim there is a message. 

It is a form of security through obscurity. 

The word steganography is of Greek origin and means "concealed writing." It combines the Greek words steganos (),
meaning "covered or protected," and graphei () meaning "writing." 

The first recorded use of the term was in 1499 by Johannes Trithemius in his Steganographia, a treatise on
cryptography and steganography, disguised as a book on magic. Generally, the hidden messages will appear to be (or
be part of) something else: images, articles, shopping lists, or some other cover text. For example, the hidden message
may be in invisible ink between the visible lines of a private letter. 

The advantage of steganography over cryptography alone is that the intended secret message does not attract attention
to itself as an object of scrutiny. Plainly visible encrypted messages, no matter how unbreakable, will arouse interest,
and may in themselves be incriminating in countries where encryption is illegal. Thus, whereas cryptography is the
practice of protecting the contents of a message alone, steganography is concerned with concealing the fact that a
secret message is being sent, as well as concealing the contents of the message. 

It is sometimes referred to as Hiding in Plain Sight. This image of trees blow contains in it another image of a cat using
Steganography. 

ADS Tree with Cat inside 

This image below is hidden in the picture of the trees above: 
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Hidden Kitty 

As explained here the image is hidden by removing all but the two least significant bits of each color component and
subsequent normalization. 

ABOUT MSF and LSF 

One of the common method to perform steganography is by hiding bits within the Least Significant Bits of a media (LSB)
or what is sometimes referred to as Slack Space. By modifying only the least significant bit, it is not possible to tell if
there is an hidden message or not looking at the picture or the media. If you would change the Most Significant Bits
(MSB) then it would be possible to view or detect the changes just by looking at the picture. A person can perceive only
up to 6 bits of depth, bit that are changed past the first sixth bit of the color code would be undetectable to a human
eye. 

If we make use of a high quality digital picture, we could hide six bits of data within each of the pixel of the image. You
have a color code for each pixel composed of a Red, Green, and Blue value. The color code is 3 sets of 8 bits each for
each of the color. You could change the last two bit to hide your data. See below a color code for one pixel in binary
format. The bits below are not real they are just example for illustration purpose: 

RED GREEN BLUE 

0101 0101 1100 1011 1110 0011 

MSB LSB MSB LSB MSB LSB 

Let\\'s say that I would like to hide the letter A uppercase within the pixels of the picture. If we convert the letter "A"
uppercase to a decimal value it would be number 65 within the ASCII table , in binary format the value 65 would translet
to 01000001 

You can break the 8 bits of character A uppercase in group of two bits as follow: 01 00 00 01 

Using the pixel above we will hide those bits within the last two bits of each of the color as follow: 

RED GREEN BLUE 

0101 0101 1100 1000 1110 0000 

MSB LSB MSB LSB MSB LSB 

As you can see above, the last two bits of RED was already set to the proper value of 01, then we move to the GREEN
value and we changed the last two bit from 11 to 00, and finally we changed the last two bits of blue to 00. One pixel
allowed us to hide 6 bits of data. We would have to use another pixel to hide the remaining two bits. 
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The following answers are incorrect: 

-ADS - Alternate Data Streams: This is almost correct but ADS is different from steganography in that ADS hides data in
streams of communications or files while Steganography hides data in a single file. 

-Encryption: This is almost correct but Steganography isn\\'t exactly encryption as much as using space in a file to store
another file. 

-NTFS ADS: This is also almost correct in that you\\'re hiding data where you have space to do so. NTFS, or New
Technology File System common on Windows computers has a feature where you can hide files where they\\'re not
viewable under normal conditions. Tools are required to uncover the ADS-hidden files. 

The following reference(s) was used to create this question: 

The CCCure Security+ Holistic Tutorial at http://www.cccure.tv 

and 

Steganography tool 

and 

http://en.wikipedia.org/wiki/Steganography 

 

QUESTION 2

Which of the following enables the person responsible for contingency planning to focus risk management efforts and
resources in a prioritized manner only on the identified risks? 

A. Risk assessment 

B. Residual risks 

C. Security controls 

D. Business units 

Correct Answer: A 

The risk assessment is critical because it enables the person responsible for contingency planning to focus risk
management efforts and resources in a prioritized manner only on the identified risks. The risk management process
includes the risk assessment and determination of suitable technical, management, and operational security controls
based on the level of threat the risk imposes. Business units should be included in this process. 

Source: SWANSON, Marianne, and al., National Institute of Standards and Technology (NIST), NIST Special
Publication 800-34, Contingency Planning Guide for Information Technology Systems, December 2001 (page 7). 

 

QUESTION 3

Which backup method only copies files that have been recently added or changed and also leaves the archive bit
unchanged? 

A. Full backup method 
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B. Incremental backup method 

C. Fast backup method 

D. Differential backup method 

Correct Answer: D 

A differential backup is a partial backup that copies a selected file to tape only if the archive bit for that file is turned on,
indicating that it has changed since the last full backup. A differential backup leaves the archive bits unchanged on the
files it copies. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, John Wiley and Sons, 2001, Chapter 3: Telecommunications and Network Security (page 69). 

Also see: http://e-articles.info/e/a/title/Backup-Types/ 

Backup software can use or ignore the archive bit in determining which files to back up, and can either turn the archive
bit off or leave it unchanged when the backup is complete. How the archive bit is used and manipulated determines
what type of backup is done, as follows 

Full backup 

A full backup, which Microsoft calls a normal backup, backs up every selected file, regardless of the status of the
archive bit. When the backup completes, the backup software turns off the archive bit for every file that was backed up.
Note that "full" is a misnomer because a full backup backs up only the files you have selected, which may be as little as
one directory or even a single file, so in that sense Microsoft\\'s terminology is actually more accurate. Given the choice,
full backup is the method to use because all files are on one tape, which makes it much easier to retrieve files from tape
when necessary. Relative to partial backups, full backups also increase redundancy because all files are on all tapes.
That means that if one tape fails, you may still be able to retrieve a given file from another tape. 

Differential backup 

A differential backup is a partial backup that copies a selected file to tape only if the archive bit for that file is turned on,
indicating that it has changed since the last full backup. A differential backup leaves the archive bits unchanged on the
files it copies. Accordingly, any differential backup set contains all files that have changed since the last full backup. A
differential backup set run soon after a full backup will contain relatively few files. One run soon before the next full
backup is due will contain many files, including those contained on all previous differential backup sets since the last full
backup. When you use differential backup, a complete backup set comprises only two tapes or tape sets: the tape that
contains the last full backup and the tape that contains the most recent differential backup. 

Incremental backup 

An incremental backup is another form of partial backup. Like differential backups, Incremental Backups copy a selected
file to tape only if the archive bit for that file is turned on. Unlike the differential backup, however, the incremental backup
clears the archive bits for the files it backs up. An incremental backup set therefore contains only files that have
changed since the last full backup or the last incremental backup. If you run an incremental backup daily, files changed
on Monday are on the Monday tape, files changed on Tuesday are on the Tuesday tape, and so forth. When you use an
incremental backup scheme, a complete backup set comprises the tape that contains the last full backup and all of the
tapes that contain every incremental backup done since the last normal backup. The only advantages of incremental
backups are that they minimize backup time and keep multiple versions of files that change frequently. The
disadvantages are that backed-up files are scattered across multiple tapes, making it difficult to locate any particular file
you need to restore, and that there is no redundancy. That is, each file is stored only on one tape. 

Full copy backup 

A full copy backup (which Microsoft calls a copy backup) is identical to a full backup except for the last step. The full
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backup finishes by turning off the archive bit on all files that have been backed up. The full copy backup instead leaves
the archive bits unchanged. The full copy backup is useful only if you are using a combination of full backups and
incremental or differential partial backups. The full copy backup allows you to make a duplicate "full" backup--e.g., for
storage offsite, without altering the state of the hard drive you are backing up, which would destroy the integrity of the
partial backup rotation. 

Some Microsoft backup software provides a bizarre backup method Microsoft calls a daily copy backup. This method
ignores the archive bit entirely and instead depends on the date- and timestamp of files to determine which files should
be backed up. The problem is, it\\'s quite possible for software to change a file without changing the date- and
timestamp, or to change the date- and timestamp without changing the contents of the file. For this reason, we regard
the daily copy backup as entirely unreliable and recommend you avoid using it. 

 

QUESTION 4

Which of the following protocols is designed to send individual messages securely? 

A. Kerberos 

B. Secure Electronic Transaction (SET). 

C. Secure Sockets Layer (SSL). 

D. Secure HTTP (S-HTTP). 

Correct Answer: D 

An early standard for encrypting HTTP documents, Secure HTTP (S-HTTP) is designed to send individual messages
securely. SSL is designed to establish a secure connection between two computers. SET was originated by VISA and
MasterCard as an Internet credit card protocol using digital signatures. Kerberos is an authentication system. Source:
KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
2001, John Wiley and Sons, Page 89. 

 

QUESTION 5

Before the advent of classless addressing, the address 128.192.168.16 would have been considered part of: 

A. a class A network. 

B. a class B network. 

C. a class C network. 

D. a class D network. 

Correct Answer: B 

Before the advent of classless addressing, one could tell the size of a network by the first few bits of an IP address. If
the first bit was set to zero (the first byte being from 0 to 127), the address was a class A network. Values from 128 to
191 were used for class B networks whereas values between 192 and 223 were used for class C networks. Class D,
with values from 224 to 239 (the first three bits set to one and the fourth to zero), was reserved for IP multicast. Source:
STREBE, Matthew and PERKINS, Charles, Firewalls 24seven, Sybex 2000, Chapter 3: TCP/IP from a Security
Viewpoint. 
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