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QUESTION 1

When performing the daily review of the system vulnerability scans of the network Joe, the administrator, noticed
several security related vulnerabilities with an assigned vulnerability identification number. Joe researches the assigned
vulnerability identification number from the vendor website. Joe proceeds with applying the recommended solution for
identified vulnerability.

Which of the following is the type of vulnerability described?

A. Network based

B. IDS

C. Signature based

D. Host based

Correct Answer: C

A signature-based monitoring or detection method relies on a database of signatures or patterns of known malicious or

unwanted activity. The strength of a signature-based system is that it can quickly and accurately detect any event from
its database of signatures.

QUESTION 2

Which of the following allows Pete, a security technician, to provide the MOST secure wireless implementation?
A. Implement WPA

B. Disable SSID

C. Adjust antenna placement

D. Implement WEP

Correct Answer: A

Explanation: Of the options supplied, WiFi Protected Access (WPA) is the most secure and is the replacement for
WEP.

QUESTION 3

An attacker is attempting to insert malicious code into an installer file that is available on the internet. The attacker is
able to gain control of the web server that houses both the installer and the web page which features information about
the downloadable file. To implement the attack and delay detection, the attacker should modify both the installer file and
the:

A. SSL certificate on the web server

B. The HMAC of the downloadable file available on the website
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C. Digital signature on the downloadable file
D. MD5 hash of the file listed on the website

Correct Answer: D

QUESTION 4

An administrator has configured a new Linux server with the FTP service. Upon verifying that the service was configured
correctly, the administrator has several users test the FTP service. Users report that they are able to connect to the FTP
service and download their personal files, however, they cannot transfer new files to the server. Which of the following
will most likely fix the uploading issue for the users?

A. Create an ACL to allow the FTP service write access to user directories

B. Set the Boolean selinux value to allow FTP home directory uploads

C. Reconfigure the ftp daemon to operate without utilizing the PSAV mode

D. Configure the FTP daemon to utilize PAM authentication pass through user permissions

Correct Answer: A

QUESTION 5

A security administrator needs to implement a system that detects possible intrusions based upon a vendor provided
list. Which of the following BEST describes this type of IDS?

A. Signature based
B. Heuristic

C. Anomaly-based
D. Behavior-based

Correct Answer: A
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