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QUESTION 1

What are two characteristics of a switch that is configured as a VTP client? (Choose two.) 

A. If a switch that is configured to operate in client mode cannot access a VTP server, then the switch reverts to
transparent mode. 

B. On switches that are configured to operate in client mode, VLANs can be created, deleted, or renamed locally. 

C. The local VLAN configuration is updated only when an update that has a higher configuration revision number is
received. 

D. VTP advertisements are not forwarded to neighboring switches that are configured in VTP transparent mode. 

E. VTP client is the default VTP mode. 

F. When switches in VTP client mode are rebooted, they send a VTP advertisement request to the VTP servers. 

Correct Answer: CF 

VLAN Trunking Protocol (VTP) http://archive.networknewz.com/2004/0317.html 

VTP Modes Server Mode Once VTP is configured on a Cisco switch, the default mode used is Server Mode. In any
given VTP management domain, at least one switch must be in Server Mode. When in Server Mode, a switch can be
used to add, delete, and modify VLANs, and this information will be passed to all other switches in the VTP
management domain. Client Mode When a switch is configured to use VTP Client Mode, it is simply the recipient of any
VLANs added, deleted, or modified by a switch in Server Mode within the same management domain. A switch in VTP
client mode cannot make any changes to VLAN information. Transparent Mode A switch in VTP Transparent Mode will
pass VTP updates received by switches in Server Mode to other switches in the VTP management domain, but will not
actually process the contents of these messages. When individual VLANs are added, deleted, or modified on a switch
running in transparent mode, the changes are local to that particular switch only, and are not passed to other switches in
the VTP management domain. 

 

QUESTION 2

What is the default maximum number of equal-cost paths that can be placed into the routing table of a Cisco OSPF
router? 

A. 2 

B. 4 

C. 16 

D. unlimited 

Correct Answer: B 

4 is the default number of routes that OSPF will include in routing table if more than 4 equal cost routes exist for the
same subnet. However, OSPF can include up to 16 equal cost routes in the routing table and perform load balancing
amongst them. In order to configure this feature, you need to use the OSPF subcommand maximum-paths, i.e.
maximum-paths 16. 
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QUESTION 3

The internetwork infrastructure of company XYZ consists of a single OSPF area as shown in the graphic. There is
concern that a lack of router resources is impeding internetwork performance. As part of examining the router
resources, the OSPF DRs need to be known. All the router OSPF priorities are at the default and the router IDs are
shown with each router. 

Which routers are likely to have been elected as DR? (Choose two.) 

A. Corp-1 

B. Corp-2 

C. Corp-3 

D. Corp-4 

E. Branch-1 

F. Branch-2 

Correct Answer: DF 

There are 2 segments on the topology above which are separated by Corp-3 router. Each segment will have a DR so
we have 2 DRs. 

To select which router will become DR they will compare their router-IDs. The router with highest (best) router-ID will
become DR. The router-ID is chosen in the order below: 

The highest IP address assigned to a loopback (logical) interface. 

If a loopback interface is not defined, the highest IP address of all active router\\'s physical interfaces will be chosen. 

In this question, the IP addresses of loopback interfaces are not mentioned so we will consider IP addresses of all active
router\\'s physical interfaces. Router Corp- 4 (10.1.40.40) and Branch-2 (10.2.20.20) have highest "active" IP addresses
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so they will become DRs. 

 

QUESTION 4

Which statement describes the process ID that is used to run OSPF on a router? 

A. It is globally significant and is used to represent the AS number. 

B. It is locally significant and is used to identify an instance of the OSPF database. 

C. It is globally significant and is used to identify OSPF stub areas. 

D. It is locally significant and must be the same throughout an area. 

Correct Answer: B 

 

 

QUESTION 5

Refer to the exhibit. 

Which two statements are true about the loopback address that is configured on RouterB? (Choose two.) 

A. It ensures that data will be forwarded by RouterB. 

B. It provides stability for the OSPF process on RouterB. 

C. It specifies that the router ID for RouterB should be 10.0.0.1. 

D. It decreases the metric for routes that are advertised from RouterB. 
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E. It indicates that RouterB should be elected the DR for the LAN. 

Correct Answer: BC 

A loopback interface never comes down even if the link is broken so it provides stability for the OSPF process (for
example we use that loopback interface as the router-id) - B is correct. 

The router-ID is chosen in the order below: 

The highest IP address assigned to a loopback (logical) interface. If a loopback interface is not defined, the highest IP
address of all active router\\'s physical interfaces will be chosen. 

-The loopback interface will be chosen as the router ID of RouterB - C is correct. 

 

QUESTION 6

What command is used to verify the DLCI destination address in a Frame Relay static configuration? 

A. show frame-relay pvc 

B. show frame-relay lmi 

C. show frame-relay map 

D. show frame relay end-to-end 

Correct Answer: C 

Cisco Frame Relay Configurations http://www.ciscopress.com/articles/article.asp?p=170741andseqNum=9 show frame-
relay map The show frame-relay map privileged EXEC mode command shows the contents of the next hop protocol
address to DLCI mapping table on the router. The table contains both dynamic mapped and static mapped entries. The
below example shows a sample output of the show frame-relay map command. Router#show frame-relay map Serial1/2
(up): ip 172.16.1.4 dlci 401(0x191,0x6410), dynamic, broadcast,, status defined, active Serial1/2 (up): ip 172.16.1.5 dlci
501(0x1F5,0x7C50), dynamic, broadcast,, status defined, active Serial1/2 (up): ip 172.16.1.2 dlci 301 (0x12D,0x48D0),
dynamic, broadcast,, status defined, active 

 

QUESTION 7

Refer to the exhibit 
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. 

Which switch provides the spanning-tree designated port role for the network segment that services the printers? 

A. Switch1 

B. Switch2 

C. Switch3 

D. Switch4 

Correct Answer: C 

 

First, the question asks what switch services the printers, so it can be Switch 3 or Switch 4 which is connected directly
to the Printers. Designated port is a port that is in the forwarding state. All ports of the root bridge are designated ports.
Switch 3 and Switch 4 has same priority so it will see on lowest MAC address and here switch 3 has lowest MAC
address. So switch 3 segment will play a Designated port role. By comparing the MAC address of Switch 3 and Switch 4
we found that the MAC of Switch 3 is smaller. Therefore the interface connected to the Printers of Switch 3 will become
designated interface and the interface of Switch 4 will be blocked. 

 

QUESTION 8

What can cause two OSPF neighbors to be stuck in the EXSTART state? 

A. There is a low bandwidth connection between neighbors. 

B. The neighbors have different MTU settings. 
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C. The OSPF interfaces are in a passive state. 

D. There is only layer one connectivity between neighbors. 

Correct Answer: B 

 

 

QUESTION 9

What is a valid HSRP virtual MAC address? 

A. 0000.5E00.01A3 

B. 0007.B400.AE01 

C. 0000.0C07.AC15 

D. 0007.5E00.B301 

Correct Answer: C 

Hot Standby Router Protocol Features and Functionality
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_tech_note09186a0080094a91.shtml 

HSRP Addressing In most cases when you configure routers to be part of an HSRP group, they listen for the HSRP
MAC address for that group as well as their own burned-in MAC address. The exception is routers whose Ethernet
controllers only recognize a single MAC address (for example, the Lance controller on the Cisco 2500 and Cisco 4500
routers). These routers use the HSRP MAC address when they are the Active router, and their burned-in address when
they are not. HSRP uses the following MAC address on all media except Token Ring: 0000.0c07.ac** (where ** is the
HSRP group number) 

 

QUESTION 10

Refer to the exhibit. 
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What three actions will the switch take when a frame with an unknown source MAC address arrives at the interface?
(Select three.) 

A. Send an SNMP trap. 

B. Send a syslog message. 

C. Increment the Security Violation counter. 

D. Forward the traffic. 

E. Write the MAC address to the startup-config. 

F. Shut down the port. 

Correct Answer: ABC 

 

Switchport Security Concepts and Configuration 

http://www.ciscopress.com/articles/article.asp?p=1722561 

Switchport Security Violations 

The second piece of switchport port-security that must be understood is a security violation including what it is what
causes it and what the different violation modes that exist. A switchport violation occurs in one of two situations: 

When the maximum number of secure MAC addresses has been reached (by default, the maximum number of secure
MAC addresses per switchport is limited to 

1) An address learned or configured on one secure interface is seen on another secure interface in the same VLAN The
action that the device takes when one of these violations occurs can be configured: 
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Protect--This mode permits traffic from known MAC addresses to continue to be forwarded while dropping traffic from
unknown MAC addresses when over the allowed MAC address limit. When configured with this mode, no notification
action 

is taken when traffic is dropped. Restrict--This mode permits traffic from known MAC addresses to continue to be
forwarded while dropping traffic from unknown MAC addresses when over the allowed MAC address limit. When
configured 

with this mode, a syslog message is logged, a Simple Network Management Protocol (SNMP) trap is sent, and a
violation counter is incremented when traffic is dropped. 

Shutdown--This mode is the default violation mode; when in this mode, the switch will automatically force the switchport
into an error disabled (err-disable) state when a violation occurs. While in this state, the switchport forwards no traffic. 

The switchport can be brought out of this error disabled state by issuing the errdisable recovery cause CLI command or
by disabling and re-enabling the switchport. Shutdown VLAN--This mode mimics the behavior of the shutdown mode
but 

limits the error disabled state the specific violating VLAN. 

 

QUESTION 11

Refer to the exhibit. 

Which statement describes DLCI 17? 

A. DLCI 17 describes the ISDN circuit between R2 and R3. 

B. DLCI 17 describes a PVC on R2. It cannot be used on R3 or R1. 

C. DLCI 17 is the Layer 2 address used by R2 to describe a PVC to R3. 

D. DLCI 17 describes the dial-up circuit from R2 and R3 to the service provider. 

Correct Answer: C 

DLCI stands for Data Link Connection Identifier. DLCI values are used on Frame Relay interfaces to distinguish
between different virtual circuits. DLCIs have local significance because, the identifier references the point between the
local router and the local Frame Relay switch to which the DLCI is connected. 
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QUESTION 12

Refer to Exhibit: The internetwork infrastructure of company XYZ consists of a single OSPF area as shown in the
graphic. There is concern that a lack of router resources is impeding internetwork performance. As part of examining the
router resources, the OSPF DRs need to be known. All the router OSPF priorities are at the default and the router IDs
are shown with each router. Which routers are likely to have been elected as DR? (Choose two.) 

A. Corp-1 

B. Corp-2 

C. Corp-3 

D. Corp-4 

E. Branch-1 

F. Branch-2 

Correct Answer: DF 

There are 2 segments on the topology above which are separated by Corp-3 router. 

Each segment will have a DR so we have 2 DRs. 

To select which router will become DR they will compare their router-IDs. The router with highest (best) router-ID will
become DR. The router-ID is chosen in the order below: 

The highest IP address assigned to a loopback (logical) interface. 

If a loopback interface is not defined, the highest IP address of all active router\\'s physical interfaces will be chosen. 

In this question, the IP addresses of loopback interfaces are not mentioned so we will consider IP addresses of all active
router\\'s physical interfaces. Router Corp- 4 (10.1.40.40) and Branch-2 (10.2.20.20) have highest "active" IP addresses
so 

they will become DRs. 
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