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QUESTION 1

What is a common method for password collection? 

A. Email attachments 

B. Back door intrusions 

C. SQL Injection 

D. Network sniffers 

Correct Answer: D 

 

QUESTION 2

Kerberos prevents: 

A. Denial of Service attacks 

B. spyware distribution 

C. file corruption 

D. replay attacks 

Correct Answer: D 

 

QUESTION 3

Which technology enables you to filter communications between a program and the Internet? 

A. RADIUS server 

B. Antivirus software 

C. Software firewall 

D. BitLocker To Go 

Correct Answer: C 

There are two types of firewalls the Hardware Firewall and the Software Firewall. A Software Firewall is a software
program and a Hardware Firewall is a piece of hardware. Both have the same objective of filtering communications over
a system. 

 

QUESTION 4

Email spoofing: 
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A. obscures the true email sender 

B. copies email messages sent from a specific user 

C. modifies email routing logs 

D. forwards email messages to all contacts 

Correct Answer: A 

References: https://searchsecurity.techtarget.com/definition/email-spoofing 

 

QUESTION 5

Which of the following can be installed and configured to prevent suspicious emails from entering the user\\'s network? 

A. Kerberos 

B. Single sign-on (SSO) 

C. TCP/IP protocol 

D. Microsoft Forefront and Threat Management Gateway 

Correct Answer: D 

To prevent suspicious emails from entering the network, it is required to install Microsoft Forefront and Threat
Management Gateway and configure it so that it can block any malicious emails. Exchange server has many spam
filtering tools 

but Forefront and TMG are additional security measures used for enhancing the protection of the system. 

Answer: B is incorrect. Single sign-on (SSO) is defined as a mechanism in which a single action of user authentication
and authorization is used to allow a user to access all computers and systems where he got a access permission,
without 

entering passwords for multiple times. 

Answer: A is incorrect. Kerberos is defined as a secure method used for authenticating a request for a service in a
computer network. Answer: C is incorrect. TCP/IP protocol is used to define the rule computers are required to follow
for 

communicating with each other over the internet. 

 

QUESTION 6

Which of the following is a central, secure database in which Windows stores all hardware configuration information,
software configuration information, and system security policies? 

A. Registry 

B. Program files folder 
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C. DLL file 

D. Configuration file 

Correct Answer: A 

The registry is a central, secure database in which Windows stores all hardware configuration information, software
configuration information, and system security policies. 

The registry is the central storage for all configuration data. It stores Windows operating system configuration, computer
hardware configuration, configuration information about Win32-based applications, and user preferences in a
hierarchical 

database file. 

Answer: B, C, and D are incorrect. The Program files folder, DLL file, or Configuration file is not a central, secure
database in which Windows stores all hardware configuration information, software configuration information, and
system 

security policies. 

 

QUESTION 7

DRAG DROP 

Certain potentially harmful file types should be filtered as attachments of incoming email messages. 

Match the file extension that should be filtered with its description. 

Instructions: To answer, drag the appropriate file extension from the column on the left to its description on the right.
Each file extension may be used once, more than once, or not at all. You may need to drag the split bar between panes
or 

scroll to view content. 

Note: For each correct selection is worth one point. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 8

Which of the following is often used for one-to-many communications using broadcast or multicast IP datagrams? 

A. UDP 

B. FTP 

C. HTTP 

D. SMTP 

Correct Answer: A 

UDP is often used for one-to-many communications, using broadcast or multicast IP datagrams. User Datagram
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Protocol (UDP) is one of the core members of the Internet Protocol Suite, the set of network protocols used for the
Internet. With UDP, computer applications can send messages, in this case referred to as datagrams, to other hosts on
an Internet Protocol (IP) network without requiring prior communications to set up special transmission channels or data
paths. UDP is sometimes called the Universal Datagram Protocol. Answer: D is incorrect. Simple Mail Transfer Protocol
(SMTP) is a protocol for sending e-mail messages between servers. E-mailing systems use this protocol to send mails
over the Internet. SMTP works on the application layer of the TCP/IP or OSI reference model. The SMTP client typically
initiates a Transmission Control Protocol (TCP) connection to the SMTP server on the well-known port designated for
SMTP, port number 25. However, e-mail clients require POP or IMAP to retrieve mails from e-mail servers. Answer: B is
incorrect. File Transfer Protocol (FTP) is a standard network protocol used to copy a file from one host to another over a
TCP/IP-based network, such as the Internet. FTP is built on a client- server architecture and utilizes separate control
and data connections between the client and server applications, which solves the problem of different end host
configurations (i.e., Operating System, file names). FTP is used with user-based password authentication or with
anonymous user access. Answer: C is incorrect. The Hyper Text Transfer protocol is a standard application-level
protocol used to request and transmit files, especially web pages and webpage components, on the World Wide Web.
HTTP runs on top of the TCP/IP protocol. Web browsers are HTTP clients that send file requests to Web Servers, which
in turn handle the requests via an HTTP service. 

 

QUESTION 9

The client computers on your network are stable and do not need any new features. Which is a benefit of applying
operating system updates to these clients? 

A. Keep the software licensed 

B. Keep the server ports available 

C. Update the hardware firewall 

D. Close existing vulnerabilities 

Correct Answer: D 

 

QUESTION 10

You would implement a wireless intrusion prevention system to: 

A. Prevent wireless interference 

B. Detect wireless packet theft 

C. Prevent rogue wireless access points 

D. Enforce SSID broadcasting 

Correct Answer: C 

Reference: http://en.wikipedia.org/wiki/Wireless_intrusion_prevention_system 

 

QUESTION 11

You are volunteering at an organization that gets a brand new web server. To make the server more secure, you should
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add a second administrator account. 

Select the correct answer if the underlined text does not make the statement correct. Select "No change is needed" if
the underlined text makes the statement correct. 

A. Disable unused services 

B. Enable LM authentication 

C. Enable NTLM authentication 

D. No change is needed. 

Correct Answer: A 

 

QUESTION 12

You work as a Network Administrator for TechMart Inc. The company has a Windows-based network. After completing a
security audit of the company\\'s Microsoft Windows Server 2008 R2 file servers, you have determined that folder and
share security requires a revision on the basis of corporate reorganization. You have noticed that some shares on the
file system are not secured. Which of the following will you use to prevent unauthorized changes to computers on the
domain? 

A. TCP/IP protocol 

B. Kerberos 

C. User Account Control (UAC) 

D. Lightweight Directory Access Protocol 

Correct Answer: C 

User Account Control (UAC) is used to prevent unauthorized changes to computers on the domain Answer: B is
incorrect. Kerberos is defined as a secure method used for authenticating a request for a service in a computer network.
Answer: D is incorrect. The Lightweight Directory Access Protocol (LDAP) is defined as a directory service protocol that
is used to provide a mechanism used to connect to, search, and modify Internet directories. Answer: A is incorrect.
TCP/IP protocol is used to define the rule computers are required to follow for communicating with each other over the
internet. 

 

QUESTION 13

Account lockout policies are used to prevent which type of security attack? 

A. Brute force attacks 

B. Users sharing passwords 

C. Social engineering 

D. Passwords being reused immediately 

Correct Answer: A 
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QUESTION 14

John works as a Network Administrator for We-are-secure Inc. The We-are-secure server is based on Windows Server
2003. One day, while analyzing the network security, he receives an error message that Kernel32.exe is encountering a
problem. Which of the following steps should John take as a countermeasure to this situation? Each correct answer
represents a complete solution. Choose all that apply. 

A. He should restore his Windows settings. 

B. He should upgrade his antivirus program. 

C. He should observe the process viewer (Task Manager) to see whether any new process is running on the computer
or not. If any new malicious process is running, he should kill that process. 

D. He should download the latest patches for Windows Server 2003 from the Microsoft site, so that he can repair the
kernel. 

Correct Answer: BC 

Answer: B and C 

In such a situation, when John receives an error message revealing that Kernel32.exe is encountering a problem, he
needs to come to the conclusion that his antivirus program needs to be updated, because Kernel32.exe is not a
Microsoft 

file (It is a Kernel32.DLL file.). 

Although such viruses normally run on stealth mode, he should examine the process viewer (Task Manager) to see
whether any new process is running on the computer or not. If any new process (malicious) is running on the server, he 

should exterminate that process. 

Answer: A and D are incorrect. Since kernel.exe is not a real kernel file of Windows, there is no need to repair or
download any patch for Windows Server 2003 from the Microsoft site to repair the kernel. 

Note: Such error messages can be received if the computer is infected with malware, such as Worm_Badtrans.b,
Backdoor.G_Door, Glacier Backdoor, Win32.Badtrans.29020, etc. 

 

QUESTION 15

Humongous Insurance is an online healthcare insurance company. During an annual security audit a security firm tests
the strength of the company\\'s password policy and suggests that Humongous Insurance implement password history
policy. 

What is the likely reason that the security firm suggests this? 

A. Past passwords were easily cracked by the brute force method. 

B. Past passwords of users contained dictionary words. 

C. Previous password breaches involved use of past passwords. 

D. Past passwords lacked complexity and special characters. 
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Correct Answer: B 
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