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QUESTION 1

Which of the following checks are made with OnGuard posture evaluation in Clearpass? (Choose 3)
A. Peer-to-peer application checks

B. Client role check

C. EAP TLS certificate validity

D. Registry keys

E. Operating System version

Correct Answer: ADE

QUESTION 2

An administrator enabled the Pre-auth check for their guest self-registration. At what stage in the registration process is
this check performed?

A. Before the user self-registers.

B. After the user self-registers; before the user logs in.

C. After the user logs in; before the NAD sends an authentication request.
D. After the user logs in; after the NAD sends an authentication request.
E. When a user is re-authenticating to the network.

Correct Answer: C

QUESTION 3

An Android device goes through the single-ssid onboarding process and successfully connects using EAPTLS to the
secure network. What is the order in which services are triggered?

A. Onboard Provisioning, Onboard Authorization

B. Onboard Provisioning, Onboard Authorization, Onboard Provisioning
C. Onboard Authorization, Onboard Provisioning

D. Onboard Authorization, Onboard Provisioning, Onboard Authorization
E. Onboard Provisioning

Correct Answer: B
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QUESTION 4
Below is a screenshot of the Guest Role Mapping Policy: What is the purpose of this Role Mapping Policy?

Configuration » Identity » Role Mappings » Edit - [Guest Roles]

Role Mappings - [Guest Roles]

i | e s

Policy:
Policy Name: [Guest Roles]
Description: The roles used by Guest.
Default Role: [Guest]

Mapping Rules:
Rules Evaluation Algorithm: First applicable

Conditions Role Name
1.|(GuestUser:[Role ID] EQUALS 1) [Contractor]
2.|(GuestUser:[Role ID] EQUALS 2) [Guest]
3.|(GuestUser:[Role ID] EQUALS 3) [Employee]

A. To send a firewall role back to the controller based on the Guest User\\'s Role ID.

B. To assign Controller roles to guests.

C. To display a role name on the Self-registration receipt page.

D. To assign ClearPass roles to guests based on the guest\\'s Role ID as seen during authentication.
E. To assign all 3 roles of [Contractor], [Guest] and [Employee] to every guest user.

Correct Answer: D

QUESTION 5

Refer to the screenshot below:
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Configuration » Services » Edit - MAC Caching - Guest MAC Authentication

Services - MAC Caching - Guest MAC Authentication

Summary Service Authentication Roles Enforcement

Authorization Details: Authorization sources from which role mapping attributes are fet
Authentication Source
1. [Endpoints Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mappin

[Insight Repository] [Local SQL DB] . Remove

MAC Caching - MAC-Guest-Check [Genernc 5Q View Datails

L Modify

~Selectto Add-

L

Which of the following is true of the MAC-Guest-Check SQL query authorization source?
A. It\\'s used to check if the MAC address status is known in the endpoints table

B. It\\'s used to check if the guest account has expired

C. ItWW's used to check if the MAC address status is unknown in the endpoints table

D. It\\'s used to check how long it\\'s been since the last web login authentication

E. It\'s used to check if the MAC address is in the MAC Caching repository

Correct Answer: B

QUESTION 6

Which of the following is true? (Choose 2)

A. Mobile Device Management is used to control device usage post-onboarding

B. Mobile Device Management is an application container that is used to provision work applications
C. Mobile Device Management cannot be deployed without Workspace

D. 3rd party Mobile Device Management solutions can be integrated with Clearpass

E. Mobile Device Management cannot do remote wipes of devices without workspace being installed

Correct Answer: AD
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QUESTION 7

Which of the following conditions can be used for rule creation of an Enforcement Policy? (Choose 3)
A. System Time

B. Clearpass IP address

C. Posture

D. Switch VLAN

E. Connection Protocol

Correct Answer: ACE

QUESTION 8

Which of the following use cases will require a ClearPass Guest application license? (Choose 2)
A. Sponsor based guest user access

B. Employee personal device registration

C. User self registration for access

D. Guest device fingerprinting

E. Endpoint health assessment

Correct Answer: AC

QUESTION 9

Refer to the screen capture. The following is seen in the Licensing tab of the Publisher after a cluster has been formed
between a publisher (192.168.0.53) and subscriber (192.168.0.54):
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Administration » Server Manager » Licensing

Licensing

S

Cluster License Summary

License Type Total Count Used Count
1 Policy Manager 1000 0
2 ClearPass Enterprise 550 0

Note: The ClearPass Enterprise license count is

Server License Summary

Server License Type Total Count Used Count
1 192.168.0.53 Policy Manager soo 0
2 192.168.0.53 ClearPass Enterprise 525 0
3 192.168.0.54 Policy Manager 500 0
- 192.168.0.54 ClearPass Enterprise 25 0

What is the maximum number of clients that can be Onboarded on the subscriber node?
A. 1000

B. 550

C.25

D. 525

E. 500

Correct Answer: B

QUESTION 10

Refer to the screen capture below: Based on the Enforcement Policy configuration, if a user connects to the network
using an Apple iphone, what Enforcement Profile is applied?

ACCP-V6.2 PDF Dumps | ACCP-V6.2 Practice Test | ACCP-V6.2 Exam Questions 6/9


https://www.leads4pass.com/accp-v6-2.html
https://www.leads4pass.com/accp-v6-2.html
https://www.leads4pass.com/accp-v6-2.html

https://lwww.leads4pass.com/accp-v6-2.html

Leads4Pass o iaes leads4pass ACCP-V6.2 PDF and VCE dumps Download

m Enforcement Rules

Enforcement:
Name: Handheld_Wireless_Access_Policy
Description: Enforcement policy for handheld wireless access
Enforcement Type: RADIUS
Default Profile: WIRELESS_CAPTIVE_NETWORK
Rules:
Rules Evaluation Algorithm: First applicable
Conditions Actions
1.|(Tips:Role MATCHES_ANY [guest]) WIRELESS_GUEST_NETWORK
2./(Endpoint: 05 Version CONTAINS Android) WIRELESS_HANDHELD_NETWORK
(Tips:Role MATCHES_ANY conferencelaptop
developer
3.|senior_mgmt WIRELESS_EMPLOYEE_NETWORK
testqa
Role_Engineer)

A. WIRELESS_CAPTIVE_NETWORK

B. WIRELESS_HANDHELD_NETWORK
C. WIRELESS_GUEST_NETWORK

D. WIRELESS_EMPLOYEE_NETWORK
E. Deny Access

Correct Answer: A

QUESTION 11

What is the function of ClearPass Onboard?

A. Provide guest access for visitors to connect to the network

B. Process authentication requests based on policy services

C. Profile devices connecting to the network

D. Provision personal devices to securely connect to the network

E. To allow a windows machine to use machine authentication to access the network

Correct Answer: D

QUESTION 12

Which of the following statements is true based on the Access Tracker output shown below?
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Monitoring & Reporting = Live Monitoring » Access Tracker
Access Tracker ul 12, 2012 10:26:39 poOT

Data Filter: [All Requests] Server: Clearpass6 (10.254.1.176)
Date Range: Last 1 day before Today
Filter: [ Type [+l contains [ ﬂ Show [ 10 | %] records
Sarver Type User Service Name l.n'ln Date i
10.254.1.176 RADIUS BCTOSA065CFO REJECT 2012;1'
10.254.1 =T
o
10.254.1
10.25%.1  summary  Input  Output m
10.254.1
Error Code: 204
10.254.1 Ny =
Error Category: Authentication failure
10.254.1
Error Message: Falled to classify request to service
10.254.1 ™ Alerts for this Request
20 RADIUS Service Categorization failed

A. The client wireless profile is incorrectly setup.

B. Clearpass does not have a service enabled for MAC authentication.

C. The client MAC address is not present in the Endpoints table in the Clearpass database.
D. The client used incorrect credentials to authenticate to the network.

E. The RADIUS client on the Windows server failed to categorize the service correctly.

Correct Answer: B

QUESTION 13
Which of the following is FALSE?

A. Active Directory can be used as the authentication source to process TACACS+ authentication requests coming to
Clearpass from NAD devices

B. Active Directory can be used as the authentication source to process Clearpass Guest Admin Access

C. TACACS+ authentication requests received by Clearpass are always forwarded to a Windows Server that can handle
these requests

D. TACACS+ authentication requests from NAD devices to Clearpass are processed by a TACACS+ service
E. The local user repository in Clearpass can be used as the authentication source for TACACS+ services

Correct Answer: C

QUESTION 14
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A Hospital would like to deploy ClearPass Guest for friends and relatives of patients to access the Internet. They would
like patients to be able to access an internal webpage on the intranet where they can view patient information. However,
other guests should not have access to this page.

Which of the following is true? (Choose 2)

A. The NAD device will be firewalling users to block Intranet traffic.

B. ClearPass will be firewalling users to block Intranet traffic.

C. It\V's necessary for us to have two separate web login pages due to the different access requirements of patients and
guests.

D. We will need to configure different Enforcement actions for patients and guests in the service.
E. Both the NAD and Clearpass would have to firewall users to block traffic.

Correct Answer: AD

QUESTION 15

What does a client need for it to perform EAP-TLS successfully? (Choose 2)
A. Username and Password

B. Client Certificate

C. Pre-shared key

D. Certificate Authority

E. Server Certificate

Correct Answer: BE
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