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QUESTION 1

Screenshots of the Captive Portal authentication profile and server group of a guest network are displayed
above.

How was the user authenticated?

A. with a radius server called Radius01

B. with the Internal database

C. with a radius server called Internal

D. with another form of authentication

E. user wasn\\'t authenticated against any server

Correct Answer: E

QUESTION 2

With CPSec disabled, which encryption protocol does a tunnel mode campus AP\\'s use on client traffic ?
A. TKIP and AES

B. It is provisioned by the Administrator

C. WEP and AES

D. WEP, TKIP, and AES

E. No encryption is used

Correct Answer: E

QUESTION 3

A Remote AP was properly functioning before losing its internet connection and now cannot communicate with the
controller. What SSID is the AP broadcasting?

A. The SSID in Operational mode Always and Forwarding mode Backup

B. The SSID in Operational mode Split Tunnel and Forwarding mode Bridge
C. The SSID in Operational mode Always and Forwarding mode Tunnel

D. The SSID in Operational mode Standard and Forwarding mode Tunnel

E. The SSID in Operational mode Persistent and Forwarding mode Bridge
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Correct Answer: E

QUESTION 4

The Controller wizard enables which of the following controller clock configurations?(Choose three)
A. NTP to a time server

B. Set time zone

C. Daylight savings time

D. Only GMT can be configured

E. Manual configuration of date and time

Correct Answer:. ABE

QUESTION 5

In a master-local controller scenario, where is the mobility domain defined?
A. the AP group

B. the master controller

C. the local controller

D. the master and the local controllers

E. the master and the local controllers where roaming is needed

Correct Answer: B

QUESTION 6

What is the function of Band Steering?

A. Balancing clients across APs on different channels within the same band
B. Encouragesclients, 5GHz capable, to connecton the 5GHzspectrum

C. Coordinate access to the same channel across multiple APs

D. Enables selection of 20 vs. 40 MHz mode of operation per band

E. Enables acceptable coverage index on both the "bjg" and "a" spectrums

Correct Answer: B
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QUESTION 7

A Remote AP provisioned in "Split-Tunnel" Forwarding mode has which of the following characteristics?.
A. Local traffic first goes to the controller and is then spilt back to the local network.

B. User Traffic is CPSec encrypted before it is sent to the controller.

C. The user role must have a "Permit" statement in order to locally bridge the traffic.

D. The user role must have a "permit dst-nat" statement to locally bridge the traffic.

E. The RAP uses UDP 4500 to send traffic to the controller.

Correct Answer: E

QUESTION 8

Which of the following licenses are consumed by Mesh APs advertising an SSIDs?
A. AP license

B. Mesh license

C. PEF-V license

D. No license is required

E. RAP License

Correct Answer: A

QUESTION 9
Server Group > 5G-NY Show Reference Save As Reset

Fail Through

Load Balance

Servers

Name Server-Type trim-FQDN Match-Rule
RadiusNY1 Radius Mo

New
Server Rules

Priority Attribute Operation Operand Type Action Value Validated
1 Filter-1d value-of String set role Yes

New
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User Roles i
"EI'I'I-E

Emp

Employee

authenticated

cpbase

default-via-role

default-wpn-role

denyall

gluest

guest-logan

logon

voicE
View the Server group and User Roles screen shots above.
A user associated to an SSID with 802.1x using this server group. RadiusNY returned a standard radius
attribute of filter-Id with a value of "employee". The user was placed in the guest Role. What statements
below are correct?(Choose two)
A. The user was placed in the 802.1x authentication default Role guest
B. The user was placed in the initial Role guest
C. Role derivation failed because roles are case sensitive
D. Role derivation failed because the incorrect operation "value-of" was used

E. 802.1x authentication failed so the user was automatically placed in the guest Role

Correct Answer: AC

QUESTION 10

Exhibit: Based on the above screen capture for Interfering APs, what can you conclude?
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Discovered Access Points: AP Classification = Interfering, Active = Yes
| ‘Ex

BSSID Band PHY Type SSID Channel Clients AP Classification Encryption  Marked to
v v T v L 4 L 4 r v
Interfering Cvnntain

00:17:9a:2a:af:92 24GHz g Hallissey 1 0 Interfering Open Na
00:1a3:1e:42:53:90 2.4 GHz g-HT arubaTraining 1 0 Interfering WPA No
00:21:29:92:0f:16 2.4 GHz g-HT 18990 Network 1 2 Interfering WPA Na
00:22:2d:73:1e:ea 2.4GHz g casa2 &6 0 Interfering WPAZ Na
00:22:b0:ca:39:49 2.4 GHz g-HT wilcox123 1 1 Interfering WEP Na
00:23:54:ae:76:6e 24 GHz g WLAN 11 0 Interfering Open Na
00:24:6c:86:2a:82 2.4 GHz g-HT casal i1 0 Interfering WPAZ Na
00:24:5c:86:2a3:88 5 GHz a-HT40 dD02e797c51f0956b5e0cb1a51bec2 1e 40 0 Interfering WPA Na
00:24:6c:86:2a:8a 5 GHz a-HT40 casal 40 0 Interfering WPAZ Na
58:6d:8f:fd:f5:d2 2.4 GHz g-HT40 Marjos 3 0 Interfering WPA Na
B84:c9:bh2:66:ch:aa 2.4 GHz g-HT string 1 0 Interfering WPA Na
98:2c:be:42:29:01 24GHz g Tokay 1 0 Interfering WPAZ Na

A. The APs must be connected to the Aruba network.

B. The APs are classified as interfering because they are all transmitting on channel 6.

C. There must not be any evidence that the APs are attached to the wired corporate network.
D. These APs are classified as interfering because they are not Aruba APs.

E. They are classified as interfering because they are running in g mode.

Correct Answer: C

QUESTION 11

A client attaches to a secure jack interface set to untrusted. But when the client tries to access the captive portal page,
the following message appears, "Web Authentication is not enabled." What might be wrong?

A. The client has the browser provisioned with proxy settings.

B. The controller port needs to be set to trusted.

C. A "aaa" profile needs to be selected on the Wired Access page.
D. A Captive Portal profile needs to be assigned to the initial role.
E. Web Authentication cannot be used in this way.

Correct Answer: D

QUESTION 12
Which of the following configurations can accept a VLAN pool?(Choose two) A. Trunk native VLAN

B. Virtual AP profile
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C. User Role
D. Server derived role
E. FW Policies

Correct Answer: BC

QUESTION 13

Exhibit:

a1\
Interr)et

—t

CData Center.\ \ / Server Farm \

In the diagram provided for this question, four buildings are identified on a college campus. Most of the
wireless LAN traffic will be from students accessing the internet.

According to Aruba best practices, which building is the best location to install the Aruba mobility
controller?

A. data center
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B. dormitory

C. server farm
D. library

E. 3rd party site

Correct Answer: A

QUESTION 14

What information do you need to generate a feature license key for an Aruba controller?
A. The controller\\'s MAC address and the feature description.

B. controller\'s MAC address and the certificate number

C. controller\\'s Serial Number and the feature description

D. controller\\'s Serial Number and the certificate number

E. controller\'s MAC address and Serial Number

Correct Answer: D

QUESTION 15

Which of the following functions can be configured in the Controller WIP wizard? (Choose three.)
A. Configure APs as Air Monitors

B. Configure rules for AP classification.

C. Configure preset levels for intrusion detection

D. Blacklisting Rules for clients

E. Identify encryption method used in your network.

Correct Answer: BCE
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