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QUESTION 1

What are examples of correct syntax for the session table diagnostics command? (Choose two.) 

A. diagnose sys session filter clear 

B. diagnose sys session src 10.0.1.254 

C. diagnose sys session filter 

D. diagnose sys session filter list dst. 

Correct Answer: AC 

 

QUESTION 2

With FSSO DC-agent mode, a domain user could authenticate either against the domain controller running the collector
agent and domain controller agent, or a domain controller running only the domain controller agent. 

If you attempt to authenticate with a domain controller running only the domain controller agent, which statements are
correct? (Choose two.) 

A. The login event is sent to a collector agent. 

B. The FortiGate receives the user information directly from the receiving domain controller agent of the secondary
domain controller. 

C. The domain collector agent may perform a DNS lookup for the authenticated client\\'s IP address. 

D. The user cannot be authenticated with the FortiGate in this manner because each domain controller agent requires a
dedicated collector agent. 

Correct Answer: AC 

 

QUESTION 3

Your Linux email server runs on a non-standard port number, port 2525. Which statement is true? 

A. IPS cannot scan that traffic for SMTP anomalies because of the non-standard port number. You must reconfigured
the server to run on port 2. 

B. To apply IPS to traffic to that server, you must configured FortiGate SMTP proxy to listen on port 2525 

C. IPS will apply all SMTP signatures, regardless of whether they apply to clients or servers. 

D. Protocol decoders automatically detect SMTP and scan for matches with appropriate IPS signature. 

Correct Answer: B 
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QUESTION 4

What protocol cannot be used with the active authentication type? 

A. Local 

B. RADIUS 

C. LDAP 

D. RSSO 

Correct Answer: D 

 

QUESTION 5

Which authentication scheme is not supported by the RADIUS implementation on FortiGate? 

A. CHAP 

B. MSCHAP2 

C. PAP 

D. FSSO 

Correct Answer: D 

 

QUESTION 6

Which two methods are supported by the web proxy auto-discovery protocol (WPAD) to automatically learn the URL
where a PAC file is located? (Choose two.) 

A. DHCP 

B. BOOTP 

C. DNS 

D. IPv6 autoconfiguration. 

Correct Answer: AC 

 

QUESTION 7

Which best describes the mechanism of a TCP SYN flood? 

A. The attackers keeps open many connections with slow data transmission so that other clients cannot start new
connections. 

B. The attackers sends a packets designed to sync with the FortiGate 
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C. The attacker sends a specially crafted malformed packet, intended to crash the target by exploiting its parser. 

D. The attacker starts many connections, but never acknowledges to fully form them. 

Correct Answer: D 

 

QUESTION 8

Which statements are correct regarding virtual domains (VDOMs)? (Choose two) 

A. VDOMs divide a single FortiGate unit into two or more virtual units that each have dedicated memory and CPUs. 

B. A management VDOM handles SNMP, logging, alert email and FDN-based updates. 

C. VDOMs share firmware versions, as well as antivirus and IPS databases. 

D. Different time zones can be configured in each VDOM. 

Correct Answer: BC 

 

QUESTION 9

What is not true of configuring disclaimers on the FortiGate? 

A. Disclaimers can be used in conjunction with captive portal. 

B. Disclaimers appear before users authenticate. 

C. Disclaimers can be bypassed through security exemption lists. 

D. Disclaimers must be accepted in order to continue to the authentication login or originally intended destination. 

Correct Answer: C 

 

QUESTION 10

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. 

Exhibit A 
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Exhibit B: What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus
engine? 

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected. 

B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message. 

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed. 

D. The FortiGate unit will reject the infected email and notify the sender. 

Correct Answer: B 
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QUESTION 11

A client can establish a secure connection to a corporate network using SSL VPN in tunnel mode. Which of the following
statements are correct regarding the use of tunnel mode SSL VPN? (Select all that apply.) 

A. Split tunneling can be enabled when using tunnel mode SSL VPN. 

B. Client software is required to be able to use a tunnel mode SSL VPN. 

C. Users attempting to create a tunnel mode SSL VPN connection must be authenticated by at least one SSL VPN
policy. 

D. The source IP address used by the client for the tunnel mode SSL VPN is assigned by the FortiGate unit. 

Correct Answer: ABCD 

 

QUESTION 12

Which statements are correct regarding an IPv6 over IPv4 IPsec configuration? (Choose two.) 

A. The source quick mode selector must be an IPv4 address. 

B. The destination quick mode selector must be an IPv6 address. 

C. The Local Gateway IP must be an IPv4 address. 

D. The remote gateway IP must be an IPv6 address. 

Correct Answer: BC 

 

QUESTION 13

In which process states is it impossible to interrupt/kill a process? (Choose two.) 

A. S-Sleep 

B. R-Running 

C. D-Uninterruptable Sleep 

D. Z-Zombie 

Correct Answer: CD 

 

QUESTION 14

When configuring LDAP on the FortiGate as a remote database for users, what is not a part of the configuration? 

A. The name of the attribute that identifies each user (Common Name Identifier). 

B. The user account or group element names (user DN). 
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C. The server secret to allow for remote queries (Primary server secret). 

D. The credentials for an LDAP administrator (password). 

Correct Answer: C 

 

QUESTION 15

Review the exhibit of an explicit proxy policy configuration. 

If there is a proxy connection attempt coming from the IP address 10.0.1.5, and from a user that has not authenticated
yet, what action does the FortiGate proxy take? 

A. User is prompted to authenticate. Traffic from the user Student will be allowed by the policy #1. Traffic from any other
user will be allowed by the policy #2. 

B. User is not prompted to authenticate. The connection is allowed by the proxy policy #2. 

C. User is not prompted to authenticate. The connection will be allowed by the proxy policy #1. 

D. User is prompted to authenticate. Only traffic from the user Student will be allowed. Traffic from any other user will be
blocked. 

Correct Answer: D 
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