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QUESTION 1

Which of the following is NOT a Business Continuity Plan (BCP) recovery strategy? 

A. Delegating risk to another entity, such as an insurer 

B. Manual procedures; alternative solution to technology available 

C. Deferring action; action waiting until a later date 

D. Reciprocal agreements with another organization 

E. Doing nothing; no action taken to recover the technology 

Correct Answer: A 

 

QUESTION 2

Which of the following is the MOST important consideration, when developing security- awareness training materials? 

A. Training material should be accessible and attractive. 

B. Delivery mechanisms should allow easy development of additional materials, to complement core material. 

C. Security-awareness training materials should never contradict an organizational security policy. 

D. Appropriate language should be used to facilitate localization, should training materials require translation. 

E. Written documentation should be archived, in case of disaster. 

Correct Answer: C 

 

QUESTION 3

_______ is the process of confirming that implemented security safeguards work as expected. 

A. Penetration testing 

B. Exploitation 

C. Baselining 

D. A vulnerability 

E. A countermeasure 

Correct Answer: A 

 

QUESTION 4
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_______ can mimic the symptoms of a denial-of-service attack, and the resulting loss in productivity can be no less
devastating to an organization. 

A. ICMP traffic 

B. Peak traffic 

C. Fragmented packets 

D. Insufficient bandwidth 

E. Burst traffic 

Correct Answer: D 

 

QUESTION 5

Which of the following statements about encryption\\'s benefits is false? Encryption can: (Choose TWO.) 

A. significantly reduce the chance information will be modified by unauthorized entities. 

B. only be used to protect data in transit. Encryption provides no protection to stored data. 

C. allow private information to be sent over public networks, in relative safety. 

D. significantly reduce the chance information will be viewed by unauthorized entities. 

E. prevent information from being destroyed by malicious entities, while in transit. 

Correct Answer: BE 
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