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QUESTION 1
Internal intrusions are loosely divided into which categories? (Choose TWO.)

A. Attempts by insiders to perform appropriate acts, on information assets to which they have been given rights or
permissions.

B. Attempts by insiders to access resources, without proper access rights.
C. Attempts by insiders to access external resources, without proper access rights.

D. Attempts by insiders to perform inappropriate acts, on external information assets to which they have been given
rights or permissions.

E. Attempts by insiders to perform inappropriate acts, on information assets to which they have been given rights or
permissions.

Correct Answer: BE

QUESTION 2

Which of the following is likely in a small-business environment?

A. Most small businesses employ a full-time information-technology staff.
B. Resources are available as needed.

C. Small businesses have security personnel on staff.

D. Most employees have experience with information security.

E. Security budgets are very small.

Correct Answer: E

QUESTION 3

One individual is selected from each department, to attend a security-awareness course. Each person returns to his
department, delivering the course to the remainder of the department. After training is complete, each person acts as a
peer coach. Which type of training is this?

A. On-line training

B. Formal classroom training

C. Train-the-mentor training

D. Alternating-facilitator training

E. Self-paced training
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Correct Answer: C

QUESTION 4

Virtual corporations typically use a(n) for maintaining centralized information assets.
A. Off-line repository

B. Floppy disk

C. Data warehouse

D. CD-ROM burner

E. Colocation

Correct Answer: E

QUESTION 5

Embedding symbols in images or common items, such as pictures or quilts, is an example of
A. Espionage

B. Transposition cipher

C. Key exchange

D. Arithmancy

E. Steganography

Correct Answer: E
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