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QUESTION 1

Organizations _______ risk, when they convince another entity to assume the risk for them. 

A. Elevate 

B. Assume 

C. Deny 

D. Transfer 

E. Mitigate 

Correct Answer: D 

 

QUESTION 2

_________________ is the process of subjects establishing who they are to an access control. 

A. Identification 

B. Authentication 

C. Authorization 

D. Validation 

E. Biometrics 

Correct Answer: A 

 

QUESTION 3

Which of the following is NOT an auditing function that should be performed regularly? 

A. Reviewing IDS alerts 

B. Reviewing performance logs 

C. Reviewing IDS logs 

D. Reviewing audit logs 

E. Reviewing system logs 

Correct Answer: B 

 

QUESTION 4
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Which of the following is NOT a Business Continuity Plan (BCP) recovery strategy? 

A. Delegating risk to another entity, such as an insurer 

B. Manual procedures; alternative solution to technology available 

C. Deferring action; action waiting until a later date 

D. Reciprocal agreements with another organization 

E. Doing nothing; no action taken to recover the technology 

Correct Answer: A 

 

QUESTION 5

You are a system administrator managing a pool of database servers. Your software vendor releases a service pack,
with many new features. What should you do? (Choose TWO.) 

A. Eliminate the testing phase of change control. 

B. Read the release notes. 

C. Refuse to install the service pack. 

D. Install the service pack on all production database servers. 

E. Install the service pack on a database server, in a test environment. 

Correct Answer: BE 
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