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QUESTION 1

_______ intrusion-detection systems learn the behavior of a machine or network, and create a baseline. 

A. Behavioral analysis 

B. Statistical anomaly 

C. Network 

D. Pattern matching 

E. Host 

Correct Answer: B 

 

QUESTION 2

____________________ educate(s) security administrators and end users about organizations\\' security policies. 

A. Security-awareness training 

B. Information Security (INFOSEC) briefings 

C. Acceptable-use policies 

D. Continuing education 

E. Nondisclosure agreements 

Correct Answer: A 

 

QUESTION 3

When should procedures be evaluated? 

A. When new functional users join an organization 

B. On the anniversary of the procedures\\' implementation 

C. Each time procedures are used 

D. Whenever business processes are modified 

E. When new exploits and attacks are discovered 

Correct Answer: D 

 

QUESTION 4
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Which of the following statements about the maintenance and review of information security policies is NOT true? 

A. The review and maintenance of security policies should be tied to the performance evaluations of accountable
individuals. 

B. Review requirements should be included in the security policies themselves. 

C. When business requirements change, security policies should be reviewed to confirm that policies reflect the new
business requirements. 

D. Functional users and information custodians are ultimately responsible for the accuracy and relevance of information
security policies. 

E. In the absence of changes to business requirements and processes, information-security policy reviews should be
annual. 

Correct Answer: D 

 

QUESTION 5

Digital signatures are typically provided by a ____________________, where a third party verifies a key\\'s authenticity. 

A. Network firewall 

B. Security administrator 

C. Domain controller 

D. Certificate Authority 

E. Hash function 

Correct Answer: D 
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