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QUESTION 1

Which three statements accurately describe the Automated Installation (AI) client? 

A. If the AI client does not match any criteria to use a custom manifest or script, the default manifest is used. 

B. If the AI client does not match any criteria to use a custom manifest or script, the automated installation aborts. 

C. Any manifest or script in a service can be designated to be the default for that service. 

D. Only the default.xml file is used as the default AT client manifest. 

E. If a client system does not use any SC profile, then an interactive tool opens on that client at first boot after that client
installation to complete the configuration of that client. 

F. If a client system does not use any SC profile, then the install server will use the default SC profile. 

Correct Answer: ACE 

Each client uses one and only one AI manifest to complete its installation. The AI manifest is selected for a client
according to the following algorithm: 

* If no custom AI manifests are defined for this install service, the default AI manifest is used. The default AI manifest is
not associated with any client criteria etc. 

Each client can use any number of system configuration profiles. If a client system does not use any configuration
profile, then an interactive tool opens on that client at first boot after that client installation to complete the configuration
of that client. 

 

QUESTION 2

In an effort to reduce storage space on your server, you would like to eliminate duplicate copies of data in your server\\'s
ZFS file systems. 

How do you specify that pool1/data should not contain duplicate data blocks (redundant data) on write operations? 

A. zfs create - o compression=on pool1/data 

B. zpool create -o deduplication =on pool1; zfs create pool1/data 

C. zfs create - o deduplication=on pool1; zfs create pool1/data 

D. zfs create - o dedupratio=2 pool1/data 

E. zfs create - o dedup=on pool1/data 

Correct Answer: E 

ZFS Deduplication Property Solaris Express Community Edition, build 129: In this Solaris release, you can use the
deduplication property to remove redundant data from your ZFS file systems. If a file system has the dedup property
enabled, duplicate data blocks are removed synchronously. The result is that only unique data is stored and common
components are shared between files. 
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You can enable this property as follows: # zfs set dedup=on tank/home 

 

QUESTION 3

Which network protocol provides connectionless, packet-oriented communication between applications? 

A. TCP 

B. UDP 

C. IP 

D. ICMP 

E. NFS 

F. IPSec 

Correct Answer: B 

The User Datagram Protocol (UDP) is one of the core members of the Internet Protocol Suite, the set of network
protocols used for the Internet. With UDP, computer applications can send messages, in this case referred to as
datagrams, to other hosts on an Internet Protocol (IP) network without requiring prior communications to set up special
transmission channels or data paths. Compared to TCP, UDP is a simpler message-based connectionless protocol. 

 

QUESTION 4

alice is a user account used by Alice on a Solaris 11 system. 

sadmin is a role account on the same system. 

Your task is to add the command /usr/sbin/cryptoadm to the Network management profile, so that Alice can execute it,
while assuming the sadmin role. 

Select the three activities necessary to accomplish this. 

A. To the file /etc/security/prof_attr, add the line: Network Management: solaris:cmd:RO::/usr/sbin/ cryptoadm:euid=0 

B. To the file /etc/security/auth_attr, add the line:Network Management: solaris:cmd:RO::/usr/sbin/ cryptoadm:euid=0 

C. To the file /etc/security/exec_attr.d/local-entriies, add the line:Network Management: solaris:cmd:RO::/
usr/sbin/cryptoadm:euid=0 D. Run the roles alice to ensure that alice may assume the role sadmin. 

E. Run the command profiles sadmin to ensure that the role sadmin includes the network Management profile. 

F. Run the command profiles alice to ensure that the Alice has permissions to access the Network management profile. 

G. Run the command profiles "Network management" to ensure that the Network management profile includes the
sadmin role. 

Correct Answer: CDG 

C: /etc/security/exec_attr is a local database that specifies the execution attributes associated with profiles. The
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exec_attr file can be used with other sources for execution profiles, including the exec_attr NIS map and NIS+ table. 

A profile is a logical grouping of authorizations and commands that is interpreted by a profile shell to form a secure
execution environment. 

 

QUESTION 5

The line 

set noexec_user_stack= l 

should be added to the /etc/system file to prevent an executable stack while executing user programs. What is the
purpose of this? 

A. help prevent core dumps on program errors 

B. help programs to execute more quickly by keeping to their own memory space 

C. log any messages into the stack log 

D. help make buffer-overflow attacks more difficult 

Correct Answer: D 

How to Disable Programs From Using Executable Stacks Purpose: Prevent executable stack from 

overflowing. 

You must be in the root role. 

Edit the /etc/system file, and add the following line: 

set noexec_user_stack=1 

Reboot the system. 

# reboot 
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