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QUESTION 1

By copying block volume backups to another region at regular intervals, it makes it easier for you to rebuild applications
and data in the destination region if a region-wide disaster occurs in the source region. Which IAM Policy statement
allows the VolumeAdmins group to copy volume backups between regions \\' 

A. Allow group VolumeAdmins to use volumes in tenancy 

B. Allow group VolumeAdmins to copy volume\\' backups in tenancy 

C. Allow group VolumeAdmins to manage volume-family In tenancy 

D. Allow group VolumeAdmins to inspect volumes in tenancy 

Correct Answer: C 

The backups feature of the Oracle Cloud Infrastructure Block Volume service lets you make a point- intime snapshot of
the data on a block volume.These backups can then be restored to new volumes either immediately after a backup or at
a later time that you choose. You can copy block volume backups between regions using the Console, command line
interface (CLI), SDKs, or REST APIs. To copy volume backups between regions, you must have permission to read and
copy volume backups in the source region, and permission to create volume backups in the destination region. to do all
things with block storage volumes, volume backups, and volume groups in all compartments with the exception of
copying volume backups across regions. Allow group VolumeAdmins to manage volume-family in tenancy The
aggregate resource type volume-family does not include the VOLUME_BACKUP_COPY permission, so to enable
copying volume backups across regions you need to ensure that you include the third statement in that policy, which is:
Allow group VolumeAdmins to use volume-backups in tenancy where request.permission=\\'VOLUME
_BACKUP_COPY\\' 

 

QUESTION 2

Your organization is planning on using Oracle Cloud Infrastructure (OCI) File Storage Service (FSS). You will be
deploying multiple compute instance in Oracle Cloud Infrastructure (OCI) and mounting the file system to these compute
instances. The file system will hold payment data processed by a Database instance and utilized by compute instances
to create a overall inventory report. You need to restrict access to this data for specific compute instances and must be
allowed/blocked per compute instance\\'s CIDR block. Which option can you use to secure access? 

A. Use stateless Security List rule to restrict access from known IP addresses only. 

B. Create a new VCN security list, choose SOURCE TYPE as Service and SOURCE SERVICE as FSS. Add stateless
ingress and egress rules for specific P address and CIDR blocks. 

C. Use \\'Export option\\' feature of FSS to restrict access to the mounted file systems. 

D. Create and configure OCI Web Application Firewall service with built in DNS based intelligent routing. 

Correct Answer: C 

NFS export options enable you to create more granular access control than is possible using just security list rules to
limit VCN access. You can use NFS export options to specify access levels for IP addresses or CIDR blocks connecting
to file systems through exports in a mount target. Access can be restricted so that each client\\'s file system is
inaccessible and invisible to the other, providing better security controls in multi-tenant environments. Using NFS export
option access controls, you can limit clients\\' ability to connect to the file system and view or write data. For example, if
you want to allow clients to consume but not update resources in your file system, you can set access to Read Only.
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You can also reduce client root access to your file systems and map specified User IDs (UIDs) and Group IDs (GIDs) to
an anonymous UID/GID of your choice. For more information about how NFS export options work with other security
layers 

 

QUESTION 3

An insurance company is storing critical financial data in the OCI block volume. This volume is currently encrypted using
oracle managed keys. Due to regulatory compliance, the customer wants to encrypt the data using the keys that they
can control and not the keys which are controlled by Oracle. What of the following series of tasks are required to encrypt
the block volume using customer managed keys? 

A. Create a vault, import your master encryption key into the vault, generate data encryption key, assign data encryption
key to the block volume 

B. Create a master encryption key, create a data encryption key, decrypt the block volume using existing oracle
managed keys, encrypt the block volume using the data encryption key 

C. Create a vault, create a master encryption key in the vault, assign this master encryption key to the block volume D.
Create a master encryption key, create a new version of the encryption key, decrypt the block volume using existing
oracle managed keys and encrypt using new version of the encryption key 

Correct Answer: C 

Oracle Cloud Infrastructure Vault lets you centrally manage the encryption keys that protect your data and the secret
credentials that you use to securely access resources. You can use the Vault service to create and manage the
following resources: Vaults Keys Secrets Vaults securely store master encryption keys and secrets that you might
otherwise store in configuration files or in code. The Vault service lets you create vaults in your tenancy as containers
for encryption keys and secrets. If needed, a virtual private vault provides you with a dedicated partition in a hardware
security module (HSM), offering a level of storage isolation for encryption keys that\\'s effectively equivalent to a virtual
independent HSM. 

 

QUESTION 4

You want to automate the processing of new image files to generate thumbnails. The expected rate is 10 

new files every hour. 

Which of the following is the most cost effective option to meet this requirement in Oracle Cloud 

Infrastructure (OCI)? 

A. Upload all files to an Oracle Streaming Service (OSS) stream. Setup a cron job to invoke a function in Oracle
Functions to fetch data from the stream. Invoke another function to process the image files and generate thumbnails.
Store thumbnails in another OSS stream. 

B. Upload files to an OCI Object storage bucket. Every time a file is uploaded, an event is emitted. Write a rule to filter
these events with an action to trigger a function in Oracle Functions. The function processes the image in the file and
stores the thumbnails back in an Object storage bucket. 

C. Build a web application to ingest the files and save them to a NoSQL Database. Configure OCI Events service to
trigger a notification using Oracle Notification Service (ONS). ONS invokes a custom application to process the image
files to generate thumbnails. Store thumbnails in a NoSQL Database table. 

1Z0-997-21 PDF Dumps | 1Z0-997-21 VCE Dumps | 1Z0-997-21 Practice Test                                3 / 5

https://www.lead4pass.com/1z0-997-21.html
https://www.lead4pass.com/1z0-997-21.html
https://www.lead4pass.com/1z0-997-21.html


https://www.lead4pass.com/1z0-997-21.html
2023 Latest lead4pass 1Z0-997-21 PDF and VCE dumps Download

D. Upload files to an OCI Object storage bucket. Every time a file is uploaded, trigger an event with an action to
provision a compute instance with a cloud-init script to access the file, process it and store it back in an Object storage
bucket. Terminate the instance using Autoscaling policy after the processing is finished. 

Correct Answer: B 

 

QUESTION 5

You have to migrate your application to Oracle Cloud Infrastructure (OCI). The database is constantly being updated
and needs to be online without interruptions. How can you transition the database to OCI without interrupting its use? 

A. It is impossible to migrate without interruption. 

B. Use an on-premises database with two-way synchronization to a cloud-based database and allow clients to connect
to either databases. 

C. Use an on-premises database with one-way synchronization to a cloud-based database and allow clients to connect
only to the cloud database. 

D. Use an on-premises database with one-way synchronization to a cloud-based database and allow clients to connect
only to the on-premises database until it is synchronized. 

Correct Answer: D 
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