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QUESTION 1

A hospital in Austin has hosted its web based medical records portal entirely In Oracle cloud Infrastructure (OCI) using
Compute Instances for its web-tier and DB system database for its data tier. To validate compliance with Health
Insurance Portability and Accountability (HIPAA), the security professional to check their systems it was found that there
are a lot of unauthorized coming requests coming from a set of IP addresses originating from a country in Southeast
Asia. Which option can mitigate this type of attack? 

A. Block the attacking IP address by creating by Network Security Group rule to deny access to the compute Instance
where the web server Is running 

B. Block the attacking IP address by implementing a OCI Web Application Firewall policy using Access Control Rules 

C. Mitigate the attack by changing the Route fable to redirect the unauthorized traffic to a dummy Compute instance 

D. Block the attacking IP address by creating a Security List rule to deny access to the subnet where the web server Is
running 

Correct Answer: B 

WAF can protect any internet facing endpoint, providing consistent rule enforcement across a customer\\'s applications.
WAF provides you with the ability to create and manage rules for internet threats including Cross-Site Scripting (XSS),
SQL Injection and other OWASP-defined vulnerabilities. Unwanted bots can be mitigated while tactically allowed
desirable bots to enter. Access rules can limit based on geography or the signature of the request. As a WAF
administrator you can define explicit actions for requests that meet various conditions. Conditions use various
operations and regular expressions. A rule action can be set to log and allow, detect, or block requests 

 

QUESTION 2

You are the Solution Architect that designed this Oracle Cloud Infrastructure (OCI) compartment layout for your
organization: 

The development team has deployed quite a few instances under \\'Compute\\' Compartment and the operations team
needs to list the Instances under the same compartment for their testing. Both teams, development and operations are
part of a group called \\'Eng-group\\' You have been looking for an option to allow the operations team to list the
instances without access any confidential information or metadata of resources. Which IAM policy should you write
based on these requirements? 
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A. Allow group Eng-group to inspect instance-family in compartment Dev-Team:Compute and attach the policy to
`Engineering\\' Compartment 

B. Allow group Eng-group to inspect instance-family in compartment Dev-Team: Compute and attach the policy to
\\'SysTest Team\\' Compartment 

C. Allow group Eng-group to read instance-family in compartment Compute and attach the policy to \\'Engineering\\'
Compartment. 

D. Allow group Eng-group to read instance-family in compartment Dev-Team-.Compute and attach the policy to\\'Dev-
Team\\' 

Correct Answer: A 

Policy Attachment When you create a policy you must attach it to a compartment (or the tenancy, which is the root
compartment). Where you attach it controls who can then modify it or delete it. If you attach it to the tenancy (in other
words, if the policy is in the root compartment), then anyone with access to manage policies in the tenancy can then
change or delete it. Typically that\\'s the Administrators group or any similar group you create and give broad access to.
Anyone with access only to a child compartment cannot modify or delete that policy. When you attach a policy to a
compartment, you must be in that compartment and you must indicate directly in the statement which compartment it
applies to. If you are not in the compartment, you\\'ll get an error if you try to attach the policy to a different
compartment. Notice that attachment occurs during policy creation, which means a policy can be attached to only one
compartment. Policies and Compartment Hierarchies a policy statement must specify the compartment for which access
is being granted (or the tenancy). Where you create the policy determines who can update the policy. If you attach the
policy to the compartment or its parent, you can simply specify the compartment name. If you attach the policy further
up the hierarchy, you must specify the path. The format of the path is each compartment 

 

QUESTION 3

A retailer bank is currently hosting their mission critical customer application on-premises. The application has a
standard 3 tier architecture -4 application servers process the incoming traffic and store application data in an Oracle
Exadata Database Server. The bank has recently has service disruption to other inter applications to they are looking to
avoid this issue for their mission critical Customer Application. Which Oracle Cloud Infrastructure services should you
recommend as part of the DR solution? 

A. OCI DNS Service\\' Public Load Balancer, Oracle Database Cloud Backup Service, Object Storage Service, Oracle
Bare Metal Cloud Service, Oracle Bare Metal Cloud Service with GoldenGate, OCI Container Engines for Kubernetes,
Oracle IPSec VPN 

B. OCI Traffic Management, Private Load Balancer, Compute instances distributed across multiple Availability Domains
and/or Fault Domains, Exadata Cloud Service with Data Guard, Oracle FastConnect, Object Storage, Database Cloud
backup module 

C. OCI Traffic Management, Public toad Balancer, Compute Instances distributed across multiple 

D. OCI DNS Service, Load Balancer as a service using Public Load Balancer distributing traffic Compute Instance
across multiple regions, Oracle RAC Database using Virtual Machines, Remote Peering connecting two VCNs in
different regions. Exadata Cloud Service with GoldenGate FastConnect, Object Storage, Database Cloud backup
module. 

Correct Answer: C 

OCI Traffic Management Steering Policies can account for health of answers to provide failover capabilities, provide the
ability to load balance traffic across multiple resources, and account for the location where the query was initiated to
provide a simple, flexible and powerful mechanism to efficiently steer DNS traffic. Public Load Balancer Accepts traffic
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from the internet using a public IP address that serves as the entry point for incoming traffic. Load balancing service
creates a primary load balancer and a standby load balancer, each in a different availability domain 

 

QUESTION 4

Your company has recently deployed a new web application that uses Oracle functions Your manager Instructed you to
Implement major manage your systems more effectively. You know that Oracle functions automatically monitors
functions on your behalf reports metrics through Service Metrics. Which two metrics are collected and made available
by this feature? 

A. length of time a function runs 

B. number of times a function is removed 

C. number of times a function is invoked 

D. amount of CPU used by a function 

E. number of concurrent connections 

Correct Answer: AC 

https://docs.cloud.oracle.com/en-us/iaas/Content/Functions/Reference/functionsmetrics.htm you can 

monitor the health, capacity, and performance of functions you\\'ve deployed to Oracle Functions by using 

metrics Oracle Functions monitors function execution, and collects and reports metrics such as: 

The number of times a function is invoked. 

The length of time a function runs for. 

The number of times a function failed. 

The number of requests to invoke a function that returned a \\'429 Too Many Requests\\' error in the 

response (known as \\'throttled function invocations\\'). 

 

QUESTION 5

A FinTech startup is developing a new blockchain based application to provide Smart Contracts using micro-services
architecture. The development team is planning to deploy the application using containers and looking for a reliable way
to build, deploy and manage their cloud-native application. Additionally, they need an easy way to store, share and
manage their application artifacts. Which option should you recommend for this application? 

A. Install and manage a Kubernetes cluster on OCI Compute Instances and use OCI Resource Manager for
management of application artifacts 

B. Use and OCI Resource Manager to manage cloud-native application and make the application artifacts available
using OCI Functions 

C. Use Oracle Container Engine for Kubernetes (OKE) to manage of cloud-native applications and OCI Registry for
application artifacts 
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D. Use Oracle Container Engine for Kubernetes (OKE) to manage the deployment environment and OCI Functions for
application artifacts 

Correct Answer: C 

Oracle Cloud Infrastructure Container Engine for Kubernetes is a fully-managed, scalable, and highly available service
that you can use to deploy your containerized applications to the cloud. Use Container Engine for Kubernetes
(sometimes abbreviated to just OKE) when your development team wants to reliably build, deploy, and manage cloud-
native applications. You specify the compute resources that your applications require, and Container Engine for
Kubernetes provisions them on Oracle Cloud Infrastructure in an existing OCI tenancy. Oracle Cloud Infrastructure
Registry is an Oracle-managed registry that enables you to simplify your development to production workflow. Oracle
Cloud Infrastructure Registry makes it easy for you as a developer to store, share, and manage development artifacts
like Docker images. And the highly available and scalable architecture of Oracle Cloud Infrastructure ensures you can
reliably deploy your applications. So you don\\'t have to worry about operational issues, or scaling the underlying
infrastructure. 
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