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QUESTION 1

Your company will soon start moving critical systems Into Oracle Cloud Infrastructure (OCI) platform. 

These systems will reside in the us-phoenix-1and us-ashburn 1 regions. As part of the migration planning, 

you are reviewing the company\\'s existing security policies and written guidelines for the OCI platform 

usage within the company. you have to work with the company managed key. 

Which two options ensure compliance with this policy? 

A. When you create a new compute instance through OCI console, you use the default options for "configure boot
volume" to speed up the process to create this compute instance. 

B. When you create a new block volume through OCI console, select Encrypt using Key Management checkbox and
use encryption keys generated and stored in OCI Key Management Service. 

C. When you create a new compute instance through OCI console, you use the default shape to speed up the process
to create this compute instance. 

D. When you create a new OCI Object Storage bucket through OCI console, you need to choose "ENCRYPT USING
CUSTOMER-MANAGED KEYS" option. 

E. You do not need to perform any additional actions because the OCI Block Volume service always encrypts all block
volumes, boot volumes, and volume backups at rest by using the Advanced Encryption Standard (AES) algorithm with
256-bit encryption. 

Correct Answer: BD 

Block Volume Encryption By default all volumes and their backups are encrypted using the Oracle-provided encryption
keys. Each time a volume is cloned or restored from a backup the volume is assigned a new unique encryption key. You
have the option to encrypt all of your volumes and their backups using the keys that you own and manage using the
Vault service.If you do not configure a volume to use the Vault service or you later unassign a key from the volume, the
Block Volume service uses the Oracle-provided encryption key instead. 

This applies to both encryption at-rest and in-transit encryption. Object Storage Encryption Object Storage employs
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256-bit Advanced Encryption Standard (AES-256) to encrypt object data on the server. Each object is encrypted with its
own data encryption key. Data encryption keys are always encrypted with a master encryption key that is assigned to
the bucket. Encryption is enabled by default and cannot be turned off. By default, Oracle manages the master
encryption key. However, you can optionally configure a bucket so that it\\'s assigned an Oracle Cloud Infrastructure
Vault master encryption key that you control and rotate on your own schedule. Encryption: Buckets are encrypted with
keys managed by Oracle by default, but you can optionally encrypt the data in this bucket using your own Vault
encryption key. To use Vault for your encryption needs, select Encrypt Using Customer-Managed Keys. Then, select the
Vault Compartment and Vault that contain the master encryption key you want to use. Also select the Master Encryption
Key Compartment and Master Encryption Key. 

 

QUESTION 2

An organization has its IT infrastructure in a hybrid setup with an on-premises environment and an Oracle Cloud
Infrastructure (OCI) Virtual Cloud Network (VCN) in the us-phonix-1 region. The on- premise applications
communications with compute instances inside the VPN over a hardware VPN connection. They are looking to
implement an Intrusion detected and Prevention (IDS/IPS) system for their OCI environment. This platform should have
the ability to scale to thousands of compute of instances running inside the VCN. How should they architect their
solution on OCI to achieve this goal? 

A. Set up an OCI Private Load Balance! and configure IDS/IPS related health checks at TCP and/or HTTP level to
inspect traffic 

B. Configure each host with an agent that collects all network traffic and sends that traffic to the IDS/IPS platform to
inspection 

C. There Is no need to implement an IPS/IDS system as traffic coming over IPSec VPN tunnels Is already encrypt 

D. Configure autoscaling on a compute Instance pool and set vNIC to promiscuous mode to called traffic across the vcn
and send it IDS/IPS platform for inspection. 

Correct Answer: B 

in Transit routing through a private IP in the VCN you set up an instance in the VCN to act as a firewall or intrusion
detection system to filter or inspect the traffic between the on-premises network and Oracle Services Network. The
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Networking service lets you implement network security functions such as intrusion detection, application-level firewalls
In fact, the IDS model can be host-based IDS (HIDS) or network-based IDS (NIDS). HIDS is installed at a host to
periodically monitor specific system logs for patterns of intrusions. In contrast, an NIDS sniffs the traffic to analyze
suspicious behaviors. A signature-based NIDS (SNIDS) examines the traffic for patterns of known intrusions. SNIDS
can quickly and reliably diagnose the attacking techniques and security holes without generating an over-whelming
number of false alarms because SNIDS relies on known signatures. However, anomaly-based NIDS (ANIDS) detects
unusual behaviors based on statistical methods. ANIDS could detect symptoms of attacks without specific knowledge of
details. However, if the training data of the normal traffic are inadequate, ANIDS may generate a large number of false
alarms. 

 

QUESTION 3

You have deployed a web application targeting a global audience across multiple Oracle Cloud 

Infrastructure (OCI) regions. 

You decide to use Traffic Management Geo-Location based Steering Policy to serve web requests to 

users from the region closets to the user. Within each region you have deployed a public load balancer 

with 4 servers in a backend set. During a DR test disable all web servers in one of the regions however, 

traffic Management does not automatically direct all users to the other region. 

Which two are possible causes? 

A. You did not setup a Route Table associated with load Balancer\\'s subnet 

B. You did not setup an HTTP Health Check associated with Load Balancer public IP in the disabled region. 

C. Rather than using Geo-Location based Steering Policy, you should use Failover Policy Type to serve traffic. 

D. One of the two working web servers In the other region did not pass Its HTTP health check 

E. You did not correctly setup the Load Balancer HTTP health check policy associated with backend set 

Correct Answer: BE 

Managing Traffic Management GEOLOCATION Steering Policies Geolocation steering policies distribute 

DNS traffic to different endpoints based on the location of the end user. Customers can define geographic 

regions composed of originating continent, countries or states/provinces (North America) and define a 

separate endpoint or set of endpoints for each region. The Health Checks service allows you to monitor 

the health of IP addresses and hostnames, as measured from geographic vantage points of your choosing, 

using HTTP and ping probes. After configuring a health check, you can view the monitor\\'s results. The 

results include the location from which the host was monitored, the availability of the endpoint, and the 

date and time the test was performed. Also you can Combine Managing Traffic Management 

GEOLOCATION Steering Policies with Oracle Health Checks to fail over from one region to another The 
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Load Balancing service provides health status indicators that use your health check policies to report on 

the general health of your load balancers and their components. if you misconfigure the health check 

Protocol between the Load balancer and backend set that can lead to not get an accurate response as 

example below 

If you run a TCP-level health check against an HTTP service, you might not get an accurate response. The 

TCP handshake can succeed and indicate that the service is up even when the HTTP service is ly 

configured or having other issues. 

Although the health check appears good customers might experience transaction failures. 

 

QUESTION 4

You are working as a cloud engineer for an IoT startup company which is developing a health monitoring pet collar for
dogs and cats. The company collects biometric Information of the pet every second and then sends it to Oracle Cloud
Infrastructure (OCI) Your task is to come up with an architecture which will accept and process the monitoring data as
well as provide complete trends and health reports to the pet owners. The portal should be highly available, durable,
and scalable with an additional feature for showing real time biometric data analytics. which architecture will help you
meet this requirement? 

A. Use OCI Streaming Service to collect the incoming biometric data. Use Oracle Functions to process the date and
show the results on a real-time dashboard and store the results lo OCI Object Storage Store the data In OCI
Autonomous Data warehouse (ADW) to handle analytics. 

B. Launch an open source Hadoop cluster to collect the Incoming biometrics data Use an Open source Fluentd cluster
to analyze the- data me results to OCI Autonomous Transaction Processing (ADW)to handle complex analytics 

C. Create an OCI Object Storage bucket to collect the incoming biometric data from the smart pet collar Fetch the data
horn OC\ Object storage to OCI Autonomous Data Warehouse (ADW) every day and run analytics Jobs with it 

D. Use OCI Streaming Service to collect the incoming biometric data. Use an open source Hadoop cluster to analyze
the data horn streaming service. Store the results to OCI Autonomous Data warehouse (ADW) to handle complex
analytics. 

Correct Answer: A 

 

QUESTION 5

As a part of migration exercise for an existing on premises application to Oracle Cloud Infrastructure 

(OCT), yon ore required to transfer a 7 TB file to OCI Object Storage. You have decided to upload 

functionality of Object Storage. 

Which two statements are true? 

A. Active multipart upload can be checked by listing all parts that have been uploaded, however It Is not possible to list
information for individual object part in an active multipart upload 
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B. It is possible to spill this fileInto multiple parts using the APIs provided by Object Storage. 

C. It is possible to split this file into multiple parts using rclone tool provided by Object Storage. 

D. After initiating a multipart upload by making a CreateMultlPartUpload RESI API Call, the upload remains active until
you explicitly commit it or abort. 

E. Contiguous numbers need to be assigned for each part so that Object Storage constructs the object by ordering, part
numbers in ascending order 

Correct Answer: AD 

 

You can check on an active multipart upload by listing all parts that have been uploaded. (You cannot list information for
an individual object part in an active multipart upload.) After you finish creating object parts, initiate a multipart upload by
making a CreateMultipartUpload REST API call. Provide the object name and any object metadata. Object Storage
responds with a unique upload ID that you must include in any requests related to this multipart upload. Object Storage
also marks the upload as active. The upload remains active until you explicitly commit it or abort it. 
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