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QUESTION 1

A user\\'s mobile phone has become sluggish A systems administrator discovered several malicious applications on the
device and reset the phone. The administrator installed MDM software. Which of the following should the administrator
do to help secure the device against this threat in the future? (Select TWO). 

A. Prevent a device root 

B. Disable biometric authentication 

C. Require a PIN on the unlock screen 

D. Enable developer mode 

E. Block a third-party application installation 

F. Prevent GPS spoofing 

Correct Answer: CE 

To help secure the device against this threat in the future, the administrator should require a PIN on the unlock screen
and block a third-party application installation. Requiring a PIN on the unlock screen can help to prevent unauthorized
access to the device, while blocking third-party application installation can help to prevent malicious applications from
being installed on the device. 

 

QUESTION 2

A user receives an error message from an online banking site that states the following: 

Your connection is not private. Authority invalid. 

Which of the following actions should the user take NEXT? 

A. Proceed to the site. 

B. Use a different browser. 

C. Report the error to the bank. 

D. Reinstall the browser. 

Correct Answer: C 

The error message "Your connection is not private. Authority invalid." means that the web browser cannot verify the
identity or security of the website\\'s SSL certificate. This could indicate that the website has been compromised, has a
configuration error, or has an expired or invalid certificate. The user should not proceed to the site or use a different
browser, as this could expose their sensitive information to potential attackers. The user should also not reinstall the
browser, as this is unlikely to fix the error and could cause data loss. The best action for the user to take is to report the
error to the bank and wait for them to resolve it. References: : How to Fix "Your Connection Is Not Private" Errors
(https:// www.howtogeek.com/874436/how-to-fix-your-connection-is-not-private-errors/) : Fix connection errors
(https://support.google.com/chrome/answer/6098869?hl=en) 
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QUESTION 3

A user is having difficulty installing a program in Windows Vista, as the computer appears to stall prior to the installation.
Which of the following is the BEST choice of why this is occurring? 

A. Aero Settings are not enabled. 

B. Power Settings need to be enabled. 

C. BitLocker is scanning for corrupt software. 

D. UAC is waiting for user input. 

Correct Answer: D 

 

QUESTION 4

A systems administrator is setting up a Windows computer for a new user Corporate policy requires a least privilege
environment. The user will need to access advanced features and configuration settings for several applications. Which
of the following BEST describes the account access level the user will need? 

A. Power user account 

B. Standard account 

C. Guest account 

D. Administrator account 

Correct Answer: B 

The account access level the user will need to access advanced features and configuration settings for several
applications while adhering to corporate policy requiring a least privilege environment is a standard account. This is
because a standard account allows the user to access advanced features and configuration settings for several
applications while adhering to corporate policy requiring a least privilege environment 

 

QUESTION 5

Which of the following is used as a password manager in the macOS? 

A. Terminal 

B. FileVault 

C. Privacy 

D. Keychain 

Correct Answer: D 

Keychain is a feature of macOS that securely stores passwords, account numbers, and other confidential information for
your Mac, apps, servers, and websites. You can use the Keychain Access app on your Mac to view and manage your
keychains and the items stored in them. Keychain can also sync your passwords and other secure information across
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your devices using iCloud Keychain. Keychain can be used as a password manager in macOS to help you keep track of
and protect your passwords. References: Manage passwords using keychains on Mac
(https://support.apple.com/guide/mac-help/use-keychains-to-store-passwords-mchlf375f392/mac) 
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