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QUESTION 1

Which statement best describes Artificial Intelligence? 

A. A program that automates tasks with a static set of instructions 

B. A program that can predict when a task should be performed 

C. A program that is autonomous and needs training to perform a task 

D. A program that learns from experience and perform autonomous tasks 

Correct Answer: A 

 

QUESTION 2

The ICDm has generated a blacklist task due to malicious traffic detection. Which SES component was utilized to make
that detection? 

A. Antimalware 

B. Reputation 

C. Firewall 

D. IPS 

Correct Answer: A 

 

QUESTION 3

What happens when an administrator blacklists a file? 

A. The file is assigned to the Blacklist task list 

B. The file is automatically quarantined 

C. The file is assigned to a chosen Blacklist policy 

D. The file is assigned to the default Blacklist policy 

Correct Answer: A 

 

QUESTION 4

Which security threat uses malicious code to destroy evidence, break systems, or encrypt data? 

A. Execution 
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B. Persistence 

C. Impact 

D. Discovery 

Correct Answer: A 

 

QUESTION 5

In which phase of MITRE framework would attackers exploit faults in software to directly tamper with system memory? 

A. Exfiltration 

B. Discovery 

C. Execution 

D. Defense Evasion 

Correct Answer: D 
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