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QUESTION 1

Which software development challenge can a cloud administrator address by adopting a cloud operating model? 

A. The length of time needed to provision the required infrastructure 

B. High operating expense (OPEX) spending due to software licenses 

C. The use of different programming languages by developers 

D. Lack of standardization of operating systems used by developers 

Correct Answer: A 

https://blogs.vmware.com/management/2021/10/introduction-to-vmware-cloud-operating-model.html 

 

QUESTION 2

What is a key driver behind the multi-cloud journey? 

A. Facilitate disaster recovery 

B. Application modernization 

C. Digital transformation 

D. Cost savings 

Correct Answer: C 

A key driver behind the multi-cloud journey is digital transformation, which is the process of using technology to optimize
existing processes and systems in order to improve customer experiences, increase operational efficiency, and
accelerate business growth. Multi-cloud solutions can help organizations modernize their applications and services,
reduce costs, increase agility, and support digital transformation initiatives. For more information, please refer to the
official VMware Cloud on AWS documentation at:https://docs.vmware.com/en/VMware-Cloud-on-AWS/index.html. 

 

QUESTION 3

Which VMware Cloud tool would an administrator use to forward all the monitored traffic to a network appliance for
analysis and remediation? 

A. vRealize Log Insight 

B. Traceflow 

C. Port mirroring 

D. IPFIX 

Correct Answer: C 
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Port mirroring is a VMware Cloud tool that an administrator can use to forward all the monitored traffic to a network
appliance for analysis and remediation. The network appliance can then analyze the mirrored traffic and take the
appropriate 

remedial action. Port mirroring can also be used to identify and troubleshoot network issues, as well as monitor network
activities. 

Port mirroring lets you replicate and redirect all of the traffic coming from a source. The mirrored traffic is sent
encapsulated within a Generic Routing Encapsulation (GRE) tunnel to a collector so that all of the original packet
information is 

preserved while traversing the network to a remote destination. 

Port mirroring is used in the following scenarios: 

Troubleshooting - Analyze the traffic to detect intrusion and debug and diagnose errors on a network. 

Compliance and monitoring - Forward all of the monitored traffic to a network appliance for analysis and remediation. 

Port mirroring includes a source group where the data is monitored and a destination group where the collected data is
copied to. The source group membership criteria require VMs to be grouped based on the workload such as web group
or 

application group. The destination group membership criteria require VMs to be grouped based on IP addresses. Port
mirroring has one enforcement point, where you can apply policy rules to your SDDC environment. 

The traffic direction for port mirroring is Ingress, Egress, or Bi Directional traffic: 

Ingress is the outbound network traffic from the VM to the logical network. Egress is the inbound network traffic from the
logical network to the VM. Bi Directional is the traffic from the VM to the logical network and from the logical network to 

the VM. This is the default option. 

https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-networking-
security/GUID-3268A0D3-89D0-406F-B44F-156DD1A30E00.html 

 

QUESTION 4

Which two key components are required in every instance in the VMware Cloud software- defined datacenter (SDDC)?
(Choose two.) 

A. VMware vSphere 

B. VMware vRealize Operations 

C. VMware Tanzu Kubernetes Grid 

D. VMware NSX-T 

E. CloudHealth by VMWare 

Correct Answer: AD 

The correct answers are A and D. Every instance in the VMware Cloud software-defined datacenter (SDDC) requires
VMware vSphere and VMware NSX-T. VMware vSphere is a virtualization platform that allows customers to manage,
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deploy, and configure virtual machines and other related components. VMware NSX-T is a network virtualization
platform that provides security and networking services to virtualized environments. 

 

QUESTION 5

A cloud administrator is asked to validate a proposed internetworking design that will provide connectivity to a VMware
Cloud on AWS environment from multiple company locations. The following requirements must be met: 

A. Connectivity the VMware Cloud on AWS environment must NOT have a single point of failure. 

B. Any network traffic between on-premises company locations must be sent over a private IP address space. 

C. Connectivity the VMware Cloud on AWS environment must support high-throughput data transfer. 

Correct Answer: A 
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