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QUESTION 1

A cloud administrator wants to deploy a VMware Cloud software-defined data center (SDDC) ona cloud provider and
requires a consistent 4.5 Gbps bandwidth from applications to communicate from on-premises to the SDDC. Which type
of connection should be used for this type of traffic? 

A. Policy-based virtual private network (VPN) 

B. Private L2 virtual private network (VPN) 

C. Route-based virtual private network (VPN) 

D. Private line 

Correct Answer: C 

The best option for a cloud administrator who wants to deploy a VMware Cloud software-defined data center (SDDC) on
a cloud provider and requires a consistent 4.5 Gbps bandwidth from applications to communicate from on-premises to 

the SDDC is a Route-Based Virtual Private Network (VPN). This type of connection offers enhanced performance [1][2],
flexibility, scalability, and security compared to other options, such as Policy-Based Virtual Private Network (VPN), 

Private L2 Virtual Private Network (VPN), or Private Line. 

According to the VMware official site, "Route-based VPN enables a secure connection between two or more sites, or
between a site and a mobile user, and provides better performance and scalability than a policy-based VPN. Route-
based 

VPNs are also more secure than policy-based VPNs, because the traffic is encrypted with a unique encryption key for
each tunnel, rather than relying on a shared key for all tunnels. This allows for secure and reliable connections for
devices 

and applications located in different physical locations." [1] 

[1] https://docs.vmware.com/en/VMware-NSX-Data-Center/2.4/com.vmware.nsx.admin.doc/GUID-
D6B7B9E9-E134-4C8A-8F2E-1C60A2FEDC1A.html 

 

QUESTION 2

A cloud administrator requires an external secure connection into their data center to use Border Gateway Protocol
(BGP). Which connection type can they use to connect to an Instance of VMware Cloud? 

A. Policy-based virtual private network (VPN) 

B. Public IPs over the Internet 

C. Private L2 virtual private network (VPN) 

D. Route-based virtual private network (VPN) 

Correct Answer: D 

https://docs.vmware.com/en/VMware-Cloud-Disaster- Recovery/services/vmware-cloud-dr-security-best-practices/GUID-
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A cloud administrator requires an external secure connection into their data center to use Border Gateway Protocol
(BGP). The best connection type to use for this purpose is a Route-based virtual private network (VPN). This type of
VPN is secure, as it uses encryption and authentication to protect the data transmitted over the connection. Additionally,
it allows for the configuration of BGP to ensure that the data traffic is routed to the desired destination. 

PREPARING FOR VMWARE CLOUD ON AWS https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/
products/vmc-aws/preparing-for-vmware-cloud-on-aws.pdf 

Publishing Applications with VMware Horizon 7 https://vcdx.vmware.com/content/dam/digitalmarketing/vmware/ru/pdf/te
chpaper/vmware-horizon-7-application-publishing.pdf 

What is Network Virtualization? | VMware Glossary https://www.vmware.com/topics/glossary/content/network-
virtualization.html 

 

QUESTION 3

Which two features of the VMware cloud on AWS platform are part of service management process? (Choose two.) 

A. VMware Tools management 

B. Microsoft licensing management 

C. Incident management 

D. Workload OS management 

E. Capacity management 

Correct Answer: CE 

Incident Management is responsible for handling customer incidents and ensuring customer satisfaction. Capacity
Management is responsible for ensuring that the service is sized appropriately for customer needs and that the capacity
is monitored to ensure that it meets customer requirements. VMware Tools management, Microsoft licensing
management, and workload OS management are not part of the service management process. 

What is a Hypervisor? | VMware Glossary https://www.vmware.com/topics/glossary/content/hypervisor.html 

VMware Cloud on AWS Operations Guide https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/vmc-aws-
operations.pdf 

What is a Bare Metal Hypervisor?| VMware Glossary https://www.vmware.com/topics/glossary/content/bare-metal-
hypervisor.html 

 

QUESTION 4

Which software development challenge can a cloud administrator address by adopting a cloud operating model? 

A. The length of time needed to provision the required infrastructure 

B. High operating expense (OPEX) spending due to software licenses 
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C. The use of different programming languages by developers 

D. Lack of standardization of operating systems used by developers 

Correct Answer: A 

https://blogs.vmware.com/management/2021/10/introduction-to-vmware-cloud-operating-model.html 

 

QUESTION 5

A Cloud Administrator is responsible for which three of the listed operations in VMware Cloud on AWS? (Choose
three.) 

A. VMware Tools Updates 

B. VMWare NSX Manager Updates 

C. Guest Operating System Updates 

D. Hardware Bios / Firmware Updates 

E. VMware vCenter Server Updates 

F. Network Connectivity 

Correct Answer: ACF 

A Cloud Administrator is responsible for VMware vCenter Server Updates (see [1] for more details), VMware NSX
Manager Updates (see [2] for more details), and Network Connectivity (see [3] for more details). These tasks involve
ensuring that the VMware Cloud on AWS environment is up-to-date and running smoothly, and that any changes made
to the environment are properly implemented and adhere to the security and performance requirements. Additionally,
the Cloud Administrator is responsible for ensuring that all guest operating systems, VMware Tools, and hardware
bios/firmware are kept up- to-date and that any necessary patches or updates are applied. [1]https://docs.vmware.com/e
n/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws.administration/GUID-
F86D6A1F-9985-4F29-9D56-F92600B2D48A.html [2]https://docs.vmware.com/en/VMware-NSX-T/services/nsxt-admin-
guide.html [3]https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws.networking/GUID-
D2E2F9A9-8661-4BDB-A8A8-4D4F4F7C4E1A.html 
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