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QUESTION 1

An object has inherited permissions from two parent objects. 

What is true about the permissions on the object? 

A. The common permissions between the two are applied and the rest are discarded. 

B. The permissions are combined from both parent objects. 

C. No permissions are applied from the parent objects. 

D. The permission is randomly selected from either of the two parent objects. 

Correct Answer: B 

If an object inherits permissions from two parent objects, the permissions on one object are added to the permissions on
the other object. For example, if a virtual machine is in a virtual machine folder and also belongs to a resource pool, that
virtual machine inherits all permission settings from both the virtual machine folder and the resource pool. 

Reference: https://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.security.doc%2FGUID72E
E3449-79FD-4E7A-B164-26904958540F.html 

 

QUESTION 2

An administrator plans to use VMware Converter Standalone to convert a virtual machine to a vSphere environment.
The source virtual machine has these properties: 

1. 

Running Windows 2008 R2 

2. 

Contains one NTFS formatted volume 

During conversion, how many virtual disks can the administrator add to the destination virtual machine? 

A. 0 

B. 1 

C. 2 

D. 3 

Correct Answer: A 

After adding virtual disk on Windows 2008 and Windows 2008 R2, you cannot make disk online 

Windows 2008 and Windows 2008 R2 virtual machine is configured with Virtual Hardware version 7 

You see this error within Windows under Disk Management: 
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The disk is offline because of policy set by an administrator so the virtual disk will show 0. 

Make disk online how follow the KB: 

https://kb.vmware.com/selfservice/microsites/search.do? 

language=en_USandcmd=displayKCandexternalId=2000767 

 

QUESTION 3

Deletion of an NFS datastore generates the following error: 

Sysinfo error on operation returned the following status: Busy 

Which step can be performed that will allow the deletion to complete successfully? 

A. Storage vMotion any virtual machines on the datastore to another location. 

B. Remove the datastore from the Storage DRS cluster in which it resides. 

C. Verify the value of the NFS.HeartbeatDelta is not set to 0. 

D. Suspend any running virtual machines and unmount the NFS datstore. 

Correct Answer: A 

To resolve this issue, temporarily stop the VSA plug-in so that the locks on the datastore are released. 

To temporarily stop the VSA plug-in: 

1. Ensure that no process is locking any files on the datastore: 

a.

 Connect to the host using SSH. For more information, see Using ESXi Shell in ESXi 5.x (2004746). 

b.

 Check for file locks on the datastore, see Investigating virtual machine file locks on ESXi/ESX (10051). 

If the datastore is free of locks continue to step 2. If there are active files locks in place, resolve them and attempt to
unmount the NFS mount again. 

2. Disable the VSA plug-in from the vSphere Web Client: 

a.

 From the Home page of the vSphere Web Client, click Administration. 

b.

 Under Solutions, click Client Plug-Ins. 

c.
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 Right-click the VSA plug-in and click Disable. 

3.

 Stop the VSA service on vCenter Server. 

4.

 Restart the management agents on the host. For more information, see Restarting the Management agents on an ESXi
or ESX host (1003490). 

5.

 Unmount the datastore using the vSphere Client. 

6.

 Start the VSA service on vCenter Server. 

7.

 Re-enable the VSA plug-in in the vSphere Web Client: 

a.

 From the Home page of the vSphere Web Client, click Administration. 

b.

 Under Solutions, click Plug-In Management. 

c.

 Right-click the VSA plug-in and click Enable. 

Reference: https://kb.vmware.com/selfservice/microsites/search.do? 

language=en_USandcmd=displayKCandexternalId=2102598 

 

QUESTION 4

An administrator has recently audited the environment and found numerous virtual machines with sensitive data written
to the configuration files. 

To prevent this in the future, which advanced parameter should be applied to the virtual machines? 

A. isolation.tools.setinfo.disable = true 

B. isolation.tools.setinfo.enable = true 

C. isolation.tools.setinfo.disable = false D. isolation.tools.setinfo.enable = false 

Correct Answer: A 

Litmit SETINFO Messages Now if you read through the hardening guide, you\\'ll come cross a section that covers
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informational messages, otherwise known as SETINFO messages. Now my understanding is that currently there is no
limitation on the amount of data that can be sent from VMware tools to the host, so you can imagine it wouldn\\'t be hard
to write some code to continuously send huge amounts of data. So lets looks at how to limit this to something more
acceptable as per the hardening guide. 

tools.setInfo.sizeLimit = "1048576" 

Now you can actually totally disable this using the following 

isolation.tools.setInfo.disable = "true" 

But this stops the Virtual Center client from displaying any information about the Virtual Machine, e.g. IP Address, DNS
information. So for a production environment I would recommend setting a limit rather then totally disabling. 

Reference: https://goingvirtual.wordpress.com/2009/07/11/locking-down-vmware-tools/ 

 

QUESTION 5

An administrator observes that virtual machine storage activity on an ESXi 6.x host is negatively affecting virtual
machine storage activity on another host that is accessing the same VMFS Datastore. 

Which action would mitigate the issue? 

A. Enable the Dynamic Queue Depth Throttling option. 

B. Configure Storage DRS. 

C. Enable Storage I/O Control. 

D. Configure the Disk.SchedNumReqOutstanding parameter. 

Correct Answer: C 

One of the potential impacts of working in a shared storage environment is having one VM monopolize storage
performance resources to the detriment of other VMs. We call this the Noisy Neighbor Effect. If one VM suddenly starts
issuing a lot more IO than all the other VMs, it could potentially slow down other VMs on the same data store, or on the
same array. To combat this problem, VMware introduced Storage IO Control (SIOC) in vSphere 4.1 and has made
enhancements to it in vSphere 6.x. Reference:
http://www.pearsonitcertification.com/articles/article.aspx?p=2240989andseqNum=4 
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