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QUESTION 1

Which two statements are correct regarding vSphere certificates? (Choose two.) 

A. ESXi host upgrades do not preserve the SSL certificate and reissue one from the VMware Certificate Authority
(VMCA). 

B. ESXi host upgrades preserve the existing SSL certificate. 

C. ESXi hosts have assigned SSL certificates from the VMware Certificate Authority (VMCA) during install. 

D. ESXi hosts have self-signed SSL certificates by default. 

Correct Answer: BC 

B-) ESXi hosts that are upgraded from vSphere 5.x to vSphere 6.0 will continue using their Certificate Authority signed
certificates if they were replaced in the previous versions. However, ESXi 5.x hosts that were running self-signed
certificates and then upgraded to vSphere 6.0 will have their certificates regenerated using VMware-signed. For more
info link: https://kb.vmware.com/selfservice/microsites/search.do?
language=en_USandcmd=displayKCandexternalId=2113926 

C-) In vSphere 6.0, VMware tried to address SSL certificates in a different manner. It introduced a new component
called the "Platform Services Controller." The Platform Services Controller includes a fully-functional certificate authority,
called the VMware Certification Authority (VMCA), that automatically manages the certificates used in vCenter and the
ESXi hosts. There are two steps to complete. First, you need to retrieve the root certificate from vCenter and convert it
into something usable. Once you\\'ve done that, you need to deploy it as a Trusted Root Certificate. The easiest way to
do this with multiple computers is to use Group Policy. Here are the steps to retrieve the certificate: 1.Open your Web
browser. 2.Navigate to https:// 

3. In the lower right-hand corner, click the Download Trusted Root CA link.------ for more: https://pubs.vmware.com/vsph
ere-60/index.jsp#com.vmware.vsphere.security.doc/GUID-C91AFFADA830-4BBE-BF7C-
F779A3AD03F1.html?resultof=%2522%2573%2573%256c%2522%2520 

 

QUESTION 2

A virtual machine is exhibiting these symptoms: 

1. 

Memory usage is constantly high (94% or greater) or constantly low (24% or less). 

2. 

Free memory is consistently 6% or less and swapping frequently occurs 

Which three solutions could correct this problem? (Choose three.) 

A. Verify that VMware Tools is installed on each virtual machine. 

B. Decrease the memory reservation setting, if higher than active memory. 

C. Add physical memory to the host. 
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D. Disable the balloon driver in each virtual machine. 

E. Create a memory limit for each virtual machine. 

Correct Answer: ABC 

Problem 

1. 

Memory usage is constantly high (94% or greater) or constantly low (24% or less). 

2. 

Free memory consistently is 6% or less and swapping frequently occurs. Cause 

1. 

The host probably is lacking the memory required to meet the demand. The active memory size is the same as the
granted memory size, which results in memory resources that are not sufficient for the workload. Granted memory is too
much if the active memory is constantly low. 

2. 

Host machine memory resources are not enough to meet the demand, which leads to memory reclamation and
degraded performance. 

3. 

The active memory size is the same as the granted memory size, which results in memory resources that are not
sufficient for the workload. Solution 

1. 

Verify that VMware Tools is installed on each virtual machine. The balloon driver is installed with VMware Tools and is
critical to performance. 

2. 

Verify that the balloon driver is enabled. The VMkernel regularly reclaims unused virtual machine memory by ballooning
and swapping. Generally, this does not impact virtual machine performance. 

3. 

Reduce the memory space on the virtual machine, and correct the cache size if it is too large. This frees up memory for
other virtual machines. 

4. 

If the memory reservation of the virtual machine is set to a value much higher than its active memory, decrease the
reservation setting so that the VMkernel can reclaim the idle memory for other virtual machines on the host. 

5. 

Migrate one or more virtual machines to a host in a DRS cluster. 

6. 
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Add physical memory to the host. 

Reference: https://pubs.vmware.com/vsphere-51/index.jsp?topic=%2Fcom.vmware.vsphere.monitoring.doc%2FGUID11
5861E6-810A-43BB-8CDB-EE99CF8F3250.html 

 

QUESTION 3

An administrator is unable to patch an ESXi 6.x host using VMware Update Manager. 

What is an alternative option for patching a host? 

A. Upload the offline bundle to a datastore and execute the command esxcli software vib install -d to apply it manually. 

B. Upload the vib to a datastore and execute the command esxcli software vib install -d to apply it manually. 

C. Upload the offline bundle to a datastore and execute the command esxupdate install -v to apply it manually. 

D. Upload the vib to a datastore and execute the command esxupdate install -v to apply it manually. 

Correct Answer: A 

Update a Host with Individual VIBs You can update a host with VIBs stored in a software depot that is accessible
through a URL or in an offline ZIP depot. Important If you are updating ESXi from a zip bundle in a VMware-supplied
depot, either online from the VMware Web site or downloaded locally, VMware supports only the update method
specified for VMware-supplied depots in the topic Upgrade or Update a Host with Image Profiles. The esxcli software vib
update and esxcli software vib install commands are not supported for upgrade operations. See Differences Between
vSphere Upgrades and Updates and Upgrade or Update a Host with Image Profiles 

Reference: https://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.upgrade.doc%2FGUID1E7
73360-CB1C-4BC2-B2A4-B73AB5706FAF.html 

 

QUESTION 4

An administrator is troubleshooting a virtual machine that has unexpectedly powered off. 

Which two logs should be used to troubleshoot the issue? (Choose two.) 

A. vmware.log 

B. hostd.log 

C. syslog.log 

D. shell.log 

Correct Answer: AB 

 

QUESTION 5

What are two reasons why a local flash device would be unavailable for use with Virtual SAN? (Choose two.) 
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A. It has a VMFS datastore present. 

B. It is in use by the vFlash Read Cache feature. 

C. It is smaller than the minimum capacity required for Virtual SAN usage. 

D. It does not have any partitions created. 

Correct Answer: AB 

Local Flash Devices Are Unavailable for Use with Virtual SAN or Virtual Flash A local flash device becomes unavailable
for virtual flash resource or Virtual SAN configuration when it is formatted with VMFS or any other file system. Problem
When you attempt to configure either Virtual SAN or virtual flash resource, a local flash disk does not appear on the list
of disks to be used. Cause This problem might occur when a local flash intended for use with either feature has been
already formatted with VMFS. Neither Virtual SAN nor virtual flash can share the flash disk with VMFS or any other file
system. Also, because virtual flash and Virtual SAN are mutually exclusive consumers of flash disks, both features
cannot share the same flash disk. If the flash disk is already claimed by one feature, for example Virtual SAN, you are
not be able to use it for another, such as virtual flash, unless you release the disk. Solution Use only unformatted flash
disks for virtual flash resource and Virtual SAN configuration. 

1.

 Avoid formatting the flash disks with VMFS during ESXi installation or Auto Deploy. 

2.

 If the flash disk is already formatted with VMFS, remove the VMFS datastore. For information see the vSphere Storage
documentation. 

3.

 To use the flash disk as a virtual flash resource, do not claim this disk for Virtual SAN. If the disk is claimed by Virtual
SAN, remove the disk from Virtual SAN. The flash disk is released from Virtual SAN and becomes available on the list of
disks to use with virtual flash. For information about removing disks from Virtual SAN, see the Administering VMware
Virtual SAN documentation. 

4.

 If you intend to use the flash disk with Virtual SAN, do not use the disk for a virtual flash resource. If the flash disk is
used as the virtual flash resource, remove the virtual flash configuration. The disk becomes available for Virtual SAN.
See the vSphere Storage documentation. 

Reference: https://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.troubleshooting.doc%
2FGUID-A17F5D39-C1F3-47B1-9645-5C247412F370.html 
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