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QUESTION 1

In which two ways do access control policies operate on a Cisco Firepower system? (Choose two.) 

A. Traffic inspection is interrupted temporarily when configuration changes are deployed. 

B. The system performs intrusion inspection followed by file inspection. 

C. They block traffic based on Security Intelligence data. 

D. File policies use an associated variable set to perform intrusion prevention. 

E. The system performs a preliminary inspection on trusted traffic to validate that it matches the trusted parameters. 

Correct Answer: AC 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Access_Control_Using_Intrusion_and_File_Policies.html 

 

QUESTION 2

A network engineer is receiving reports of users randomly getting disconnected from their corporate applications which
traverse the data center FTD appliance. Network monitoring tools show that the FTD appliance utilization is peaking
above 90% of total capacity. What must be done in order to further analyze this issue? 

A. Use the Packet Export feature to save data onto external drives. 

B. Use the Packet Capture feature to collect real-time network traffic. 

C. Use the Packet Tracer feature for traffic policy analysis. 

D. Use the Packet Analysis feature for capturing network data. 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-
defense-f.html 

 

QUESTION 3

An engineer attempts to pull the configuration for a Cisco FTD sensor to review with Cisco TAC but does not have direct
access to the CU for the device. The CLl for the device is managed by Cisco FMC to which the engineer has access.
Which action in Cisco FMC grants access to the CLl for the device? 

A. Export the configuration using the Import/Export tool within Cisco FMC. 

B. Create a backup of the configuration within the Cisco FMC. 

C. Use the show run all command in the Cisco FTD CLI feature within Cisco FMC. 

D. Download the configuration file within the File Download section of Cisco FMC. 
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Correct Answer: A 

 

QUESTION 4

An engineer is creating an URL object on Cisco FMC. How must it be configured so that the object will match for HTTPS
traffic in an access control policy? 

A. Specify the protocol to match (HTTP or HTTPS). 

B. Use the FQDN including the subdomain for the website. 

C. Use the subject common name from the website certificate. 

D. Define the path to the individual webpage that uses HTTPS. 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-
v63/url_filtering.html 

 

QUESTION 5

A security engineer must deploy a Cisco FTD appliance as a bump in the wire to detect intrusion events without
disrupting the flow of network traffic. Which two features must be configured to accomplish the task? (Choose two.) 

A. transparent mode 

B. tap mode 

C. bridged mode 

D. inline set pair 

E. passive interfaces 

Correct Answer: AB 
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