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QUESTION 1

Which firewall design will allow it to forward traffic at layers 2 and 3 for the same subnet? 

A. routed mode 

B. Cisco Firepower Threat Defense mode 

C. transparent mode 

D. integrated routing and bridging 

Correct Answer: C 

 

 

QUESTION 2

Refer to the exhibit. An engineer is analyzing a Network Risk Report from Cisco FMC. Which application must the
engineer take immediate action against to prevent unauthorized network use? 
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A. YouTube 
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B. TOR 

C. Chrome 

D. Kerberos 

Correct Answer: A 

 

 

QUESTION 3

An organization recently implemented a transparent Cisco FTD in their network. They must ensure that the device does
not respond to insecure SSL/TLS protocols. Which action accomplishes this task? 

A. Modify the device\\'s settings using the device management feature within Cisco FMC to force only secure protocols. 

B. Use the Cisco FTD platform policy to change the minimum SSL version on the device to TLS 1.2. 

C. Enable the UCAPL/CC compliance on the device to support only the most secure protocols available. 

D. Configure a FlexConfig object to disable any insecure TLS protocols on the Cisco FTD device. 

Correct Answer: B 

 

QUESTION 4

In which two places can thresholding settings be configured? (Choose two.) 

A. on each IPS rule 

B. globally, within the network analysis policy 

C. globally, per intrusion policy 

D. on each access control rule 

E. per preprocessor, within the network analysis policy 

Correct Answer: AC 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-
module-user-guide-v541/Intrusion-Global-Threshold.pdf 

 

QUESTION 5

An engineer currently has a Cisco FTD device registered to the Cisco FMC and is assigned the address of 10 10.50.12.
The organization is upgrading the addressing schemes and there is a requirement to convert the addresses to a format
that provides an adequate amount of addresses on the network What should the engineer do to ensure that the new
addressing takes effect and can be used for the Cisco FTD to Cisco FMC connection? 
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A. Delete and reregister the device to Cisco FMC 

B. Update the IP addresses from IFV4 to IPv6 without deleting the device from Cisco FMC 

C. Format and reregister the device to Cisco FMC. 

D. Cisco FMC does not support devices that use IPv4 IP addresses. 

Correct Answer: A 
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