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QUESTION 1

A network administrator is concerned about (he high number of malware files affecting users\\' machines. What must be
done within the access control policy in Cisco FMC to address this concern?

A. Create an intrusion policy and set the access control policy to block.
B. Create an intrusion policy and set the access control policy to allow.
C. Create a file policy and set the access control policy to allow.
D. Create a file policy and set the access control policy to block.

Correct Answer: D

QUESTION 2

An engineer is reviewing a ticket that requests to allow traffic for some devices that must connect to a server over
8699/udp. The request mentions only one IP address, 172.16.18.15, but the requestor asked for the engineer to open
the port for all machines that have been trying to connect to it over the last week.

Which action must the engineer take to troubleshoot this issue?

A. Use the context explorer to see the application blocks by protocol.

B. Use the context explorer to see the destination port blocks

C. Filter the connection events by the source port 8699/udp.

D. Filter the connection events by the destination port 8699/udp.

Correct Answer: D

QUESTION 3

When a Cisco FTD device is configured in transparent firewall mode, on which two interface types can an IP address be
configured? (Choose two.)

A. Diagnostic

B. EtherChannel
C. BVI

D. Physical

E. Subinterface

Correct Answer: AC
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QUESTION 4

An engineer must configure the firewall to monitor traffic within a single subnet without increasing the hop count of that
traffic. How would the engineer achieve this?

A. Configure Cisco Firepower as a transparent firewall.

B. Set up Cisco Firepower as managed by Cisco FDM.

C. Configure Cisco Firepower in FXOS monitor only mode.
D. Set up Cisco Firepower in intrusion prevention mode.

Correct Answer: A

QUESTION 5

A network engineer wants to add a third-party threat feed into the Cisco FMC for enhanced threat detection. Which
action should be taken to accomplish this goal?

A. Enable Rapid Threat Containment using REST APIs.

B. Enable Rapid Threat Containment using STIX and TAXII.
C. Enable Threat Intelligence Director using REST APIs.

D. Enable Threat Intelligence Director using STIX and TAXII.
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-
v623/cisco_threat_intelligence_director__tid_.html
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