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QUESTION 1

An administrator is trying to collect metadata information about the traffic going across the network to gam added
visibility into the hosts. This Information will be used to create profiling policies for devices us mg Cisco ISE so that
network access policies can be used. 

What must be done to accomplish this task? 

A. Configure the RADIUS profiling probe within Cisco ISE 

B. Configure NetFlow to be sent to me Cisco ISE appliance. 

C. Configure SNMP to be used with the Cisco ISE appliance 

D. Configure the DHCP probe within Cisco ISE 

Correct Answer: D 

 

 

QUESTION 2

Which default endpoint identity group does an endpoint that does not match any profile in Cisco ISE become a member
of? 

A. Endpoint 

B. unknown 

C. blacklist 

D. white list 

E. profiled 

Correct Answer: B 

If you do not have a matching profiling policy, you can assign an unknown profiling policy. The endpoint is therefore
profiled as Unknown. The endpoint that does not match any profile is grouped within the Unknown identity group. The
endpoint profiled to the Unknown profile requires that you create a profile with an attribute or a set of attributes collected
for that endpoint. 

https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_identities.html 

 

QUESTION 3

A customer requires a Cisco ISE deployment where quests must log in to a webpage with unique credentials in the form
username. User1 and Password: A463646808. Which deployment should the customer use? 

A. mobile number field using the guest page 
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B. hotspot portal authentication 

C. single credentials login to guest portal 

D. captcha protection self-registration 

Correct Answer: C 

 

 

QUESTION 4

A network engineer is configuring guest access and notices that when a guest user registers a second device for
access, the first device loses access What must be done to ensure that both devices for a particular user are able to
access the guest network simultaneously? 

A. Configure the sponsor group to increase the number of logins. 

B. Use a custom portal to increase the number of logins 

C. Modify the guest type to increase the number of maximum devices 

D. Create an Adaptive Network Control policy to increase the number of devices 

Correct Answer: C 

https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/content/en/us/td/docs/security/ise/2-7/admin_guide/b_ise
_admin_guide_27/b_ise_admin_guide_27_chapter_01111.html.xml 

 

QUESTION 5

An engineer is configuring posture assessment for their network access control and needs to use an agent that supports
using service conditions as conditions for the assessment. The agent should be run as a background process to avoid
user interruption but when it is run. the user can see it. What is the problem? 

A. The engineer is using the "Anyconnect" posture agent but should be using the "Stealth Anyconnect posture agent 

B. The posture module was deployed using the headend instead of installing it with SCCM 

C. The user was in need of remediation so the agent appeared m the notifications 

D. The proper permissions were no! given to the temporal agent to conduct the assessment 

Correct Answer: A 
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