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QUESTION 1

Refer to the exhibit:

Interface: GigabitEthernet2/0/36
MAC Address: 000e.84af.59af
Status: Authz Success

Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server
Vian Policy: 10

Handle: OxE0000000

Runnable methods list:

Method State

dot1x Authc Success

Which command is typed within the CU of a switch to view the troubleshooting output?
A. show authentication sessions mac 000e.84af.59af details

B. show authentication registrations

C. show authentication interface gigabitethemet2/0/36

D. show authentication sessions method

Correct Answer: A

QUESTION 2

An organization has a fully distributed Cisco ISE deployment. When implementing probes, an administrator must scan
for unknown endpoints to learn the IP-to-MAC address bindings The scan is complete on one PSN, but the information
is not available on the others.

What must be done to make the information available?

A. Cisco ISE must be configured to learn the IP-MAC binding of unknown endpoints via RADIUS authentication, not via
scanning.
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B. Cisco ISE must learn the IP-MAC binding of unknown endpoints via DHCP profiling, not via scanning.
C. Scanning must be initiated from the MnT node to centrally gather the information.

D. Scanning must be initiated from the PSN that last authenticated the endpoint.

Correct Answer: B

Reference: https://community.cisco.com/t5/security-documents/ise-profiling-design-guide/ta-p/3739456

QUESTION 3

An engineer is configuring a dedicated SSID for onboarding devices. Which SSID type accomplishes this configuration?
A. dual

B. hidden

C. broadcast

D. guest

Correct Answer: A
https://community.cisco.com/t5/security-documents/ise-byod-dual-vs-single-ssid-onboarding/ta-p/3641422

https://www.youtube.com/watch?v=HH_Xasqd9k4andab_channel=CiscolSE-IdentityServicesEngine
http://www.labminutes.com/sec0053_ise_1_1 byod_wireless_onboarding_dual_ssid

QUESTION 4

The security engineer for a company has recently deployed Cisco ISE to perform centralized authentication of all
network device logins using TACACSs+ against the local AD domain. Some of the other network engineers are having a
hard time remembering to enter their AD account password instead of the local admin password that they have used for
years. The security engineer wants to change the password prompt to “Use Local AD Password:” as a way of providing
a hint to the network engineers when logging in. Under which page in Cisco ISE would this change be made?

A. Work Centers> Device Administration Ext Id Sources>Advanced Settings

B. The password prompt cannot be changed on a Cisco I0S device

C. Work Centers> Device Administration> Network Resources> Network Devices

D. Work Centers> Device Administration> Settings> Connection Settings

Correct Answer: D

QUESTION 5
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Which type of identity store allows for creating single-use access credentials in Cisco ISE?
A. OpenLDAP

B. Local

C. PKI

D. RSA SecurlD

Correct Answer: D

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_id_stores.html
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