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QUESTION 1

An organization wants to prevent proprietary patent documents from being shared externally via email. The network
administrator reviewed the DLP policies on the Cisco ESA and could not find an existing policy with the appropriate
matching patterns. Which type of DLP policy template must be used to create a policy that meets this requirement? 

A. regulatory compliance 

B. acceptable use 

C. custom policy 

D. privacy protection 

Correct Answer: D 

 

QUESTION 2

A Cisco ESA administrator has several mail policies configured. While testing policy match using a specific sender, the
email was not matching the expected policy. 

What is the reason of this? 

A. The "From" header is checked against all policies in a top-down fashion. 

B. The message header with the highest priority is checked against each policy in a top-down fashion. 

C. The "To" header is checked against all policies in a top-down fashion. 

D. The message header with the highest priority is checked against the Default policy in a top-down fashion. 

Correct Answer: D 

 

QUESTION 3

An administrator identifies that, over the past week, the Cisco ESA is receiving many emails from certain senders and
domains which are being consistently quarantined. The administrator wants to ensure that these senders and domain
are unable to send anymore emails. 

Which feature on Cisco ESA should be used to achieve this? 

A. incoming mail policies 

B. safelist 

C. blocklist 

D. S/MIME Sending Profile 

Correct Answer: A 
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QUESTION 4

Which feature must be enabled first when URL logging is configured on a Cisco ESA? 

A. antivirus 

B. antispam 

C. senderbase reputation filter 

D. virus outbreak filter 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118775-technote-
esa-00.html#:~:text=In%20order%20to%20implement%20URL,CLI%20by%20the%20ESA%20administrator. 

 

QUESTION 5

Which feature must be configured before an administrator can use the outbreak filter for nonviral threats? 

A. quarantine threat level 

B. antispam 

C. data loss prevention 

D. antivirus 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01110.html 
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