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QUESTION 1

An organization has strict rules for meeting specific criteria to approve certificate authorities. A Cisco ESA administrator
within the organization is receiving complaints about failed inbound emails from a domain. The administrator is also
seeing TLS certificate errors. What is the reason for this issue? 

A. Firewall inspection is preventing transmission of certificate data. 

B. The certificate authority is not on the system list. 

C. The TLSv1.0 protocol is not supported. 

D. The certificate chain is broken. 

Correct Answer: D 

 

QUESTION 2

Which benefit does enabling external spam quarantine on Cisco SMA provide? 

A. ability to back up spam quarantine from multiple Cisco ESAs to one central console 

B. access to the spam quarantine interface on which a user can release, duplicate, or delete 

C. ability to scan messages by using two engines to increase a catch rate 

D. ability to consolidate spam quarantine data from multiple Cisco ESA to one central console 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma11-0/user_guide/b_SMA_Ad
min_Guide/b_SMA_Admin_Guide_chapter_010101.html 

 

QUESTION 3

A list of company executives is routinely being spoofed, which puts the company at risk of malicious email attacks. An
administrator must ensure that executive messages are originating from legitimate sending addresses. Which two steps
must be taken to accomplish this task? (Choose two.) 

A. Create an incoming content filter with SPF detection. 

B. Create a content dictionary including a list of the names that are being spoofed. 

C. Enable the Forged Email Detection feature under Security Settings. 

D. Enable DMARC feature under Mail Policies. 

E. Create an incoming content filter with the Forged Email Detection condition. 

Correct Answer: AD 
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QUESTION 4

What is the default behavior of any listener for TLS communication? 

A. preferred-verify 

B. off 

C. preferred 

D. required 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118954-config-esa-00.html 

 

QUESTION 5

What are two phases of the Cisco ESA email pipeline? (Choose two.) 

A. reject 

B. workqueue 

C. action 

D. delivery 

E. quarantine 

Correct Answer: BD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-1/user_guide/b_ESA_Admin_Guide_12_1/b_ESA
_Admin_Guide_12_1_chapter_011.pdf (p.1) 
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