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QUESTION 1

An organization has multiple Cisco ESA devices deployed, resulting in several spam quarantines to manage. To
manage the quarantined messages, the administrator enabled the centralized spam quarantine on the Cisco SMA and
configured the external spam quarantine on the Cisco ESA devices. However, messages are still being directed to the
local quarantine on the Cisco ESA devices. What change is necessary to complete the configuration? 

A. Modify the incoming mail policies on the Cisco ESA devices to redirect to the external quarantine. 

B. Disable the external spam quarantine on the Cisco ESA devices. 

C. Disable the local spam quarantine on the Cisco ESA devices. 

D. Modify the external spam quarantine settings on the Cisco ESA devices and change the port to 25. 

Correct Answer: C 

 

QUESTION 2

A company security policy requires that the finance department have an easy way to apply encryption to their outbound
messages that contain sensitive data. Users must be able to flag the messages that require encryption versus a Cisco
ESA scanning all messages and automatically encrypting via detection. Which action enables this capability? 

A. Create an outgoing content filter with no conditions and with the Encrypt and Deliver Now action configured with
[SECURE] in the Subject setting. 

B. Create a DLP policy manager message action with encryption enabled and apply it to active DLP policies for
outgoing mail. 

C. Create an encryption profile with [SECURE] in the Subject setting and enable encryption on the mail flow policy. 

D. Create an encryption profile and an outgoing content filter that includes \[SECURE\] within the Subject Header:
Contains condition along with the Encrypt and Deliver Now action. 

Correct Answer: D 

 

QUESTION 3

An engineer must limit responses from the gateway that are directed to invalid email addresses. How should the LDAP
server be configured to accomplish this goal? 

A. Validate the sender email address via an LDAP query during the SMTP conversation. 

B. Validate the sender email address via SMTP Call-Ahead to query an external SMTP server. 

C. Limit the number of invalid recipients per sender to stop responses after crossing the threshold. 

D. Limit the number of invalid responses per recipient to stop responses after crossing the threshold. 

Correct Answer: D 
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QUESTION 4

A network engineer is implementing a virus outbreak filter on a Cisco ESA by using the Outbreak Filters feature with
plans to perform an additional scan by using a content filter. Which action must be taken by the Outbreak Filters? 

A. Scan processed messages by using two engines simultaneously. 

B. Send a copy of messages to quarantine. 

C. Send processed messages to the Cisco ESA. 

D. Scan processed messages by using a secondary instance of the Cisco ESA. 

Correct Answer: C 

 

QUESTION 5

Which restriction is in place for end users accessing the spam quarantine on Cisco ESA devices? 

A. The end user must be assigned to the Guest role. 

B. Access via a link in a notification in mandatory. 

C. Authentication is required when accessing via a link in a notification. 

D. Direct access via web browser requires authentication. 

Correct Answer: A 
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