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QUESTION 1

Which two types of reports are scheduled on the Cisco WSA to analyze traffic? (Choose two.)
A. Layer 3 traffic monitor

B. URL categories

C. host statistics

D. application visibility

E. system capacity

Correct Answer: AD

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_ User
Guide_chapter_010101.pdf (8)

QUESTION 2

What is the default action when a new custom category is created and added to an access policy?
A. monitor

B. allow

C. block

D. decrypt

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11_7/b_WSA_
UserGuide_11_7_chapter_01001.html

QUESTION 3
DRAG DROP
Drag and drop the Cisco WSA methods from the left onto the correct deployment modes on the right.

Select and Place:
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WPAD Transparent Mode
WCCP
PAC
Explicit Mode
PBR
Correct Answer:
Transparent Mode
WCCP
PBR
Explicit Mode
PAC
WPAD

You could use an explicit setting (browser config/PAC/WPAD) or transparent (WCCP/PBR) to point to the first proxy and
then the first proxy will route based on category to one of the two upstream proxies based on your policy configuration.
Reference: https://community.cisco.com/t5/web-security/route-to-wsa-based-on-destination/td-p/2491179

QUESTION 4

1278096903.150 97 172 xx.xx.xx TCP_MISS/200 8187 GET http://my.site.com/ -
DIRECT/my.site.com text/plain DEFAULT_CASE _11-AnalizeSuspectTraffic-Identity-OutboundMalwareScanningPolicy-

DataSecurity Policy-ExternalDLPPolicy-Routing Policy
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“Unknown”,“Unknown™,”-",“-".198.34,0.-.[Local],*-",37,“W32.CiscoTestVector”,33.0,
“WSA-INFECTED-FILE .pdf”,“fd5ef49d4213e05f44 8f11ed9¢98253d85829614fba368a421d14e64c426da5e™> -

Refer to the exhibit. Which statement about the transaction log is true?

A. The log does not have a date and time
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B. The proxy had the content and did not contact other servers
C. The transaction used TCP destination port 8187
D. The AnalizeSuspectTraffic policy group was applied to the transaction

Correct Answer: D

QUESTION 5

Which action is a valid default for the Global Access Policy in the Application Visibility Control engine on the Cisco
WSA?

A. bandwidth limit
B. permit

C. restrict

D. monitor
Correct Answer: D

Reference: https://hrouhani.org/cisco-web-security-appliance-ironport/
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