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QUESTION 1

What is the default action when a new custom category is created and added to an access policy?
A. monitor

B. allow

C. block

D. decrypt

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_ 11 7/b_ WSA _
UserGuide_11_7_chapter_01001.html

QUESTION 2
DRAG DROP

Drag and drop the actions from the left into the correct order on the right in which they occur as an HTTPS session
passes through the Cisco WSA.

Select and Place:

Answer Area
Server replies with server certificate to Cisco WSA step 1
Encryption data channel is established step 2
- Clrienr sencris the session key, whi-::ffl is encrypted by step 3
using public key of the server certificate
Client sends a hello message to Cisco WSA step 4
Cisco WSA replies with a proxied certificate of the step 3

destination server to the client

Correct Answer:
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Answer Area

Client sends a hello message to Cisco WSA

Client sends the session key, which is encrypted by
using public key of the server certificate

Encryption data channel is established

Cisco WSA replies with a proxied certificate of the
destination server to the client

Server replies with server certificate to Cisco WSA

QUESTION 3

Which two configuration options can be configured when invalid certificates are processed with the HTTPS proxy on
WSA enabled? (Choose two.)

A. allow

B. monitor

C. drop

D. block

E. redirect

Correct Answer: BC

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11 7/b_WSA _
UserGuide_11_7_chapter_01011.html

QUESTION 4

Which two features on the Cisco WSA help prevent outbound data loss for HTTP or FTP traffic? (Choose two.)
A. web reputation filters

B. Advanced Malware Protection

C. third-party DLP integration

D. data security filters

E. SOCKS proxy
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Correct Answer: CD

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA UserGuide 11 5 1/b WS
A_UserGuide_11 5 1 chapter_010000.pdf

QUESTION 5
DRAG DROP

Drag and drop the Cisco WSA access policy elements from the left into the order in which they are processed on the
right.

Select and Place:

Answer Area
custom URL category action 1
malware scanning action 2
MIME type filter action 3
application filter action 4
URL category action 5

Correct Answer:

Answer Area

custom URL category

URL category

application filter

MIME type filter

malware scanning
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