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QUESTION 1

Which of the following statements are TRUE about Demilitarized zone (DMZ)? Each correct answer represents a
complete solution. Choose all that apply. 

A. The purpose of a DMZ is to add an additional layer of security to the Local Area Network of an organization. 

B. Hosts in the DMZ have full connectivity to specific hosts in the internal network. 

C. Demilitarized zone is a physical or logical sub-network that contains and exposes external services of an organization
to a larger un-trusted network. 

D. In a DMZ configuration, most computers on the LAN run behind a firewall connected to a public network like the
Internet. 

Correct Answer: CAD 

A demilitarized zone (DMZ) is a physical or logical subnetwork that contains and exposes external services of an
organization to a larger network, usually the Internet. The purpose of a DMZ is to add an additional layer of security to
an organization\\'s Local Area Network (LAN); an external attacker only has access to equipment in the DMZ, rather
than the whole of the network. Hosts in the DMZ have limited connectivity to specific hosts in the internal network,
though communication with other hosts in the DMZ and to the external network is allowed. This allows hosts in the DMZ
to provide services to both the internal and external networks, while an intervening firewall controls the traffic between
the DMZ servers and the internal network clients. In a DMZ configuration, most computers on the LAN run behind a
firewall connected to a public network such as the Internet. 

 

QUESTION 2

Which of the following is the practice of sending unwanted e-mail messages, frequently with commercial content, in
large quantities to an indiscriminate set of recipients? Each correct answer represents a complete solution. Choose all
that apply. 

A. E-mail spam 

B. Junk mail 

C. Email spoofing 

D. Email jamming 

Correct Answer: AB 

E-mail spam, also known as unsolicited bulk email (UBE), junk mail, or unsolicited commercial email (UCE), is the
practice of sending unwanted e-mail messages, frequently with commercial content, in large quantities to an
indiscriminate set of recipients. Answer option C is incorrect. Email spoofing is a fraudulent email activity in which the
sender address and other parts of the email header are altered to appear as though the email originated from a different
source. Email spoofing is a technique commonly used in spam and phishing emails to hide the origin of the email
message. By changing certain properties of the email, such as the From, Return-Path and Reply-To fields (which can be
found in the message header), ill-intentioned users can make the email appear to be from someone other than the
actual sender. The result is that, although the email appears to come from the address indicated in the From field (found
in the email headers), it actually comes from another source. 

Answer option D is incorrect. Email jamming is the use of sensitive words in e-mails to jam the authorities that listen in
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on them by providing a form of a red herring and an intentional annoyance. In this attack, an attacker deliberately
includes "sensitive" words and phrases in otherwise innocuous emails to ensure that these are picked up by the
monitoring systems. As a result, the senders of these emails will eventually be added to a "harmless" list and their
emails will be no longer intercepted, hence it will allow them to regain some privacy. 

 

QUESTION 3

Tom works as a network administrator in a multinational organization having branches across North America and
Europe. Tom wants to implement a storage technology that can provide centralized data storage and provide free data
backup on the server. He should be able to perform data backup and recovery more efficiently with the selected
technology. Which of the following storage technologies best suits Tom\\'s requirements? 

A. DAS 

B. PAS 

C. RAID 

D. NAS 

Correct Answer: D 

 

QUESTION 4

The network administrator wants to strengthen physical security in the organization. Specifically, to implement a solution
stopping people from entering certain restricted zones without proper credentials. Which of following physical security
measures should the administrator use? 

A. Mantrap 

B. Bollards 

C. Video surveillance 

D. Fence 

Correct Answer: A 

 

QUESTION 5

Which of the following is a credit card-sized device used to securely store personal information and used in conjunction
with a PIN number to authenticate users? 

A. Proximity card 

B. Java card 

C. SD card 

D. Smart card 
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Correct Answer: D 

A smart card is a credit card-sized device used to securely store personal information such as certificates, public and
private keys, passwords, etc. It is used in conjunction with a PIN number to authenticate users. In Windows, smart cards
are used to enable certificate-based authentication. To use smart cards, Extensible Authentication Protocol (EAP) must
be configured in Windows. Answer option B is incorrect. Java Card is a technology that allows Java-based applications
to be run securely on smart cards and small memory footprint devices. Java Card gives a user the ability to program
devices and make them application specific. It is widely used in SIM cards and ATM cards. Java Card products are
based on the Java Card Platform specifications developed by Sun Microsystems, a supplementary of Oracle
Corporation. Many Java card products also rely on the global platform specifications for the secure management of
applications on the card. The main goals of the Java Card technology are portability and security. Answer option A is
incorrect. Proximity card (or Prox Card) is a generic name for contactless integrated circuit devices used for security
access or payment systems. It can refer to the older 125 kHz devices or the newer 13.56 MHz contactless RFID cards,
most commonly known as contactless smartcards. Modern proximity cards are covered by the ISO/IEC 14443
(Proximity Card) standard. There is also a related ISO/IEC 15693 (Vicinity Card) standard. Proximity cards are powered
by resonant energy transfer and have a range of 0-3 inches in most instances. The user will usually be able to leave the
card inside a wallet or purse. The price of the cards is also low, usually US$2-$5, allowing them to be used in
applications such as identification cards, keycards, payment cards and public transit fare cards. Answer option C is
incorrect. Secure Digital (SD) card is a non-volatile memory card format used in portable devices such as mobile
phones, digital cameras, and handheld computers. SD cards are based on the older MultiMediaCard (MMC) format, but
they are a little thicker than MMC cards. Generally an SD card offers a write-protect switch on its side. SD cards
generally measure 32 mm x 24 mm x 2.1 mm, but they can be as thin as 1.4 mm. The devices that have SD card slots
can use the thinner MMC cards, but the standard SD cards will not fit into the thinner MMC slots. Some SD cards are
also available with a USB connector. SD card readers allow SD cards to be accessed via many connectivity ports such
as USB, FireWire, and the common parallel port. 
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