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QUESTION 1

This tool is widely used for ARP Poisoning attack. Name the tool. 

A. Cain and Able 

B. Beat Infector 

C. Poison Ivy 

D. Webarp Infector 

Correct Answer: A 

 

 

QUESTION 2

Wayne is the senior security analyst for his company. Wayne is examining some traffic logs on a server and came
across some inconsistencies. Wayne finds some IP packets from a computer purporting to be on the internal network.
The packets originate from 192.168.12.35 with a TTL of 15. The server replied to this computer and received a
response from 192.168.12.35 with a TTL of 21. What can Wayne infer from this traffic log? 

A. The initial traffic from 192.168.12.35 was being spoofed. 

B. The traffic from 192.168.12.25 is from a Linux computer. 

C. The TTL of 21 means that the client computer is on wireless. 
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D. The client computer at 192.168.12.35 is a zombie computer. 

Correct Answer: A 

 

QUESTION 3

In the context of Windows Security, what is a \\'null\\' user? 

A. A user that has no skills 

B. An account that has been suspended by the admin 

C. A pseudo account that has no username and password 

D. A pseudo account that was created for security administration purpose 

Correct Answer: C 

NULL sessions take advantage of "features" in the SMB (Server Message Block) protocol that exist primarily for trust
relationships. You can establish a NULL session with a Windows host by logging on with a NULL user name and
password. 

Using these NULL connections allows you to gather the following information from the host:* List of users and groups *
List of machines * List of shares * Users and host SID\\' (Security Identifiers) NULL sessions exist in windows
networking to 

allow: * Trusted domains to enumerate resources * Computers outside the domain to authenticate and enumerate users
* The SYSTEM account to authenticate and enumerate resources 

NetBIOS NULL sessions are enabled by default in Windows NT and 2000. Windows XP and 2003 will allow anonymous
enumeration of shares, but not SAM accounts. 

 

QUESTION 4

Buffer X in an Accounting application module for Brownies Inc. can contain 200 characters. The programmer makes an
assumption that 200 characters are more than enough. Because there were no proper boundary checks being
conducted, Bob decided to insert 400 characters into the 200-character buffer. (Overflows the buffer). Below is the code
snippet. 

How can you protect/fix the problem of your application as shown above? 

A. Because the counter starts with 0, we would stop when the counter is less than 200 
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B. Because the counter starts with 0, we would stop when the counter is more than 200 

C. Add a separate statement to signify that if we have written 200 characters to the buffer, the stack should stop
because it can\\'t hold any more data 

D. Add a separate statement to signify that if we have written less than 200 characters to the buffer, the stack should
stop because it can\\'t hold any more data 

Correct Answer: AC 

I=199 would be the character number 200. The stack holds exact 200 characters so there is no need to stop before
200. 

 

QUESTION 5

Lyle is a systems security analyst for Gusteffson and Sons, a large law firm in Beverly Hills. Lyle\\'s responsibilities
include network vulnerability scans, Antivirus monitoring, and IDS monitoring. Lyle receives a help desk call from a user
in the Accounting department. This user reports that his computer is running very slow all day long and it sometimes
gives him an error message that the hard drive is almost full. Lyle runs a scan on the computer with the company
antivirus software and finds nothing. Lyle downloads another free antivirus application and scans the computer again.
This time a virus is found on the computer. The infected files appear to be Microsoft Office files since they are in the
same directory as that software. Lyle does some research and finds that this virus disguises itself as a genuine
application on a computer to hide from antivirus software. What type of virus has Lyle found on this computer? 

A. This type of virus that Lyle has found is called a cavity virus. 

B. Lyle has discovered a camouflage virus on the computer. 

C. By using the free antivirus software, Lyle has found a tunneling virus on the computer. 

D. Lyle has found a polymorphic virus on this computer 

Correct Answer: C 
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