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QUESTION 1

You establish a new Web browser connection to Google. Since a 3-way handshake is required for any TCP connection,
the following actions will take place. 

Which of the following packets represent completion of the 3-way handshake? 

A. 4th packet 

B. 3rdpacket 

C. 6th packet 

D. 5th packet 

Correct Answer: D 

 

 

Latest 312-50 Dumps | 312-50 VCE Dumps | 312-50 Exam Questions                                2 / 7

https://www.lead4pass.com/312-50.html
https://www.lead4pass.com/312-50.html
https://www.lead4pass.com/312-50.html


https://www.lead4pass.com/312-50.html
2023 Latest lead4pass 312-50 PDF and VCE dumps Download

QUESTION 2

This is an attack that takes advantage of a web site vulnerability in which the site displays content that includes un-
sanitized user-provided data. 

See foobar 

What is this attack? 

A. Cross-site-scripting attack 

B. SQL Injection 

C. URL Traversal attack 

D. Buffer Overflow attack 

Correct Answer: A 

 

QUESTION 3

Jackson discovers that the wireless AP transmits 128 bytes of plaintext, and the station responds by
encrypting the plaintext. It then transmits the resulting ciphertext using the same key and cipher that are
used by WEP to encrypt subsequent network traffic. What authentication mechanism is being followed
here? 

A. no authentication 

B. single key authentication 

C. shared key authentication 

D. open system authentication 

Correct Answer: C 

The following picture shows how the WEP authentication procedure: 

Latest 312-50 Dumps | 312-50 VCE Dumps | 312-50 Exam Questions                                3 / 7

https://www.lead4pass.com/312-50.html
https://www.lead4pass.com/312-50.html
https://www.lead4pass.com/312-50.html


https://www.lead4pass.com/312-50.html
2023 Latest lead4pass 312-50 PDF and VCE dumps Download

 

QUESTION 4

John wishes to install a new application onto his Windows 2000 server. He wants to ensure that any
application he uses has not been Trojaned. What can he do to help ensure this? 

A. Compare the file\\'s MD5 signature with the one published on the distribution media 

B. Obtain the application via SSL 

C. Compare the file\\'s virus signature with the one published on the distribution media 

D. Obtain the application from a CD-ROM disc 

Correct Answer: A 

MD5 was developed by Professor Ronald L. Rivest of MIT. What it does, to quote the executive
summary of rfc1321, is: 

[The MD5 algorithm] takes as input a message of arbitrary length and produces as output a 128-bit
"fingerprint" or "message digest" of the input. It is conjectured that it is computationally infeasible to
produce two messages having the same 

message digest, or to produce any message having a given prespecified target message digest. The
MD5 algorithm is intended for digital signature applications, where a large file must be "compressed" in a
secure manner before being 

encrypted with a private (secret) key under a public-key cryptosystem such as RSA. In essence, MD5 is
a way to verify data integrity, and is much more reliable than checksum and many other commonly used
methods. 
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QUESTION 5

A common technique for luring e-mail users into opening virus-launching attachments is to send
messages that would appear to be relevant or important to many of their potential recipients. One way of
accomplishing this feat is to make the virus-carrying messages appear to come from some type of
business entity retailing sites, UPS, FEDEX, CITIBANK or a major provider of a common service. 

Here is a fraudulent e-mail claiming to be from FedEx regarding a package that could not be delivered.
This mail asks the receiver to open an attachment in order to obtain the FEDEX tracking number for
picking up the package. The attachment contained in this type of e-mail activates a virus. 

Vendors send e-mails like this to their customers advising them not to open any files attached with the
mail, as they do not include attachments. Fraudulent e-mail and legit e-mail that arrives in your inbox
contain the fedex.com as the sender of the mail. 

How do you ensure if the e-mail is authentic and sent from fedex.com? 
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A. Verify the digital signature attached with the mail, the fake mail will not have Digital ID at all 

B. Check the Sender ID against the National Spam Database (NSD) 

C. Fake mail will have spelling/grammatical errors 

D. Fake mail uses extensive images, animation and flash content 

Correct Answer: A 
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