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QUESTION 1

Stephanie, a security analyst, has just returned from a Black Hat conference in Las Vegas where she learned of many
powerful tools used by hackers and security professionals alike. Stephanie is primarily worried about her Windows
network because of all the legacy computers and servers that she must use, due to lack of funding. 

Stephanie wrote down many of the tools she learned of in her notes and was particularly interested in one tool that
could scan her network for vulnerabilities and return reports on her network\\'s weak spots called SAINT. She
remembered from her notes that SAINT is very flexible and can accomplish a number of tasks. Stephanie asks her
supervisor, the CIO, if she can download and run SAINT on the network. Her boss said to not bother with it since it will
not work for her at all. 

Why did Stephanie\\'s boss say that SAINT would not work? 

A. SAINT only works on Macintosh-based machines 

B. SAINT is too expensive and is not cost effective 

C. SAINT is too network bandwidth intensive 

D. SAINT only works on LINUX and UNIX machines 

Correct Answer: D 

Works with Unix/Linux/BSD and MacOS X http://www.saintcorporation.com/ 

 

QUESTION 2

What attack is being depicted here? 

A. Cookie Stealing 

B. Session Hijacking 

C. Cross Site scripting 

D. Parameter Manipulation 

Correct Answer: D 

Manipulating the data sent between the browser and the web application to an attacker\\'s advantage has long been a
simple but effective way to make applications do things in a way the user often shouldn\\'t be able to. In a badly
designed and developed web application, malicious users can modify things like prices in web carts, session tokens or
values stored in cookies and even HTTP headers. In this case the user has elevated his rights. 
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QUESTION 3

Network Intrusion Detection systems can monitor traffic in real time on networks. Which one of the following techniques
can be very effective at avoiding proper detection? 

A. Fragmentation of packets. 

B. Use of only TCP based protocols. 

C. Use of only UDP based protocols. 

D. Use of fragmented ICMP traffic only. 

Correct Answer: A 

If the default fragmentation reassembly timeout is set to higher on the client than on the IDS then the it is possible to
send an attack in fragments that will never be reassembled in the IDS but they will be reassembled and read on the
client computer acting victim. 

 

QUESTION 4

Jane has just accessed her preferred e-commerce web site and she has seen an item she would like to buy. Jane
considers the price a bit too steep; she looks at the page source code and decides to save the page locally to modify
some of the page variables. In the context of web application security, what do you think Jane has changed? 

A. An integer variable 

B. A \\'hidden\\' price value 

C. A \\'hidden\\' form field value 

D. A page cannot be changed locally; it can only be served by a web server 

Correct Answer: C 

Changing hidden form values is possible when a web site is poorly built and is trusting the visitors computer to submit
vital data, like the price of a product, to the database. 

 

QUESTION 5

Joseph has just been hired on to a contractor company of the Department of Defense as their senior Security Analyst.
Joseph has been instructed on the Company\\'s strict security policies that have been implemented and the policies that
have yet to be put in place. Per the Department of Defense, all DoD users and the users of their contractors must use
two-factor authentication to access their networks. Joseph has been delegated the task of researching and
implementing the best two-factor authentication method for his company. Joseph\\'s supervisor has told him that they
would like to use some type of hardware device in tandem with a security or identifying pin number. 

Joseph\\'s company has already researched using smart cards and all the resources needed to implement them, but
found the smart cards to not be cost effective. What type of device should Joseph use for two-factor authentication? 

A. Security token 
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B. Biometric device 

C. OTP 

D. Proximity cards 

Correct Answer: A 

A security token (sometimes called an authentication token) is a small hardware device that the owner carries to
authorize access to a network service. The device may be in the form of a smart card or may be embedded in a
commonly used object such as a key fob. Security tokens provide an extra level of assurance through a method known
as two-factor authentication: the user has a personal identification number (PIN), which authorizes them as the owner of
that particular device; the device then displays a number which uniquely identifies the user to the service, allowing them
to log in. 
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