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QUESTION 1

An attacker gains access to a Web server\\'s database and displays the contents of the table that holds all of the names,
passwords, and other user information. The attacker did this by entering information into the Web site\\'s user login page
that the software\\'s designers did not expect to be entered. This is an example of what kind of software design
problem? 

A. Insufficient input validation 

B. Insufficient exception handling 

C. Insufficient database hardening 

D. Insufficient security management 

Correct Answer: A Section: (none)

The most common web application security weakness is the failure to properly validate input coming from the client or
from the environment before using it. This weakness leads to almost all of the major vulnerabilities in web applications,
such as cross site scripting, SQL injection, interpreter injection, locale/ Unicode attacks, file system attacks, and buffer
overflows. 

References: https://www.owasp.org/index.php/Testing_for_Input_Validation 

 

QUESTION 2

Which of the following descriptions is true about a static NAT? 

A. A static NAT uses a many-to-many mapping. 

B. A static NAT uses a one-to-many mapping. 

C. A static NAT uses a many-to-one mapping. 

D. A static NAT uses a one-to-one mapping. 

Correct Answer: D Section: (none)

 

QUESTION 3

Which of the following business challenges could be solved by using a vulnerability scanner? 

A. Auditors want to discover if all systems are following a standard naming convention. 

B. A web server was compromised and management needs to know if any further systems were compromised. 

C. There is an emergency need to remove administrator access from multiple machines for an employee that quit. 

D. There is a monthly requirement to test corporate compliance with host application usage and security policies. 

Correct Answer: D Section: (none)
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QUESTION 4

Which tool allows analysts and pen testers to examine links between data using graphs and link analysis? 

A. Maltego 

B. Cain and Abel 

C. Metasploit 

D. Wireshark 

Correct Answer: A Section: (none)

Maltego is proprietary software used for open-source intelligence and forensics, developed by Paterva. Maltego focuses
on providing a library of transforms for discovery of data from open sources, and visualizing that information in a graph
format, suitable for link analysis and data mining. 

References: https://en.wikipedia.org/wiki/Maltego 

 

QUESTION 5

It is an entity or event with the potential to adversely impact a system through unauthorized access, 

destruction, disclosure, denial of service or modification of data. 

Which of the following terms best matches the definition? 

A. Threat 

B. Attack 

C. Vulnerability 

D. Risk 

Correct Answer: A Section: (none)

A threat is a any circumstance or event with the potential to adversely impact organizational operations (including
mission, functions, image, or reputation), organizational assets, or individuals through an information system via
unauthorized access, destruction, disclosure, modification of information, and/or denial of service. Also, the potential for
a threat-source to successfully exploit a particular information system vulnerability. References:
https://en.wikipedia.org/wiki/Threat_(computer) 
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